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Preface

This document is a contract deliverable with an approval code of 3. Assuch, it does not require
formal Government approval. This document is delivered for information only, but is subject to
approval as meeting contractual requirements.

Any questions should be addressed to:

Data Management Office

The ECS Project Office

Raytheon Systems Company
1616 McCormick Drive

Upper Marlboro, MD 20774-5372
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Abstract

ThisisVolume 4 of a series of lessons containing the training material for Version 2.0 Drop 2 of
the Earth Observing System Data and Information System (EOSDIS) Core System (ECS). This
lesson provides a detailed description of the process required for submitting and updating trouble
tickets aswell asinvestigating problems and identifying and implementing solutions.

Keywords: training, instructional design, course objective, problem management, trouble ticket,
trouble ticket review board, failure review board, Remedy.
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Introduction

Identification

Training Materia Volume 4 is part of Contract Data Requirements List (CDRL) Item 129, whose
requirements are specified in Data Item Description (DID) 625/0P3 and is arequired deliverable
under the Earth Observing System Data and Information System (EOSDIS) Core System (ECS),
Contract (NAS5-6000).

Scope

Training Material Volume 4: System Administration defines the steps required to provide the
operations staff with sufficient knowledge and information to satisfy all lesson objectives.

Purpose

The purpose of this Student Guide is to provide a detailed course of instruction that formsthe basis
for understanding Network Administration. Lesson objectives are developed and will be used to
guide the flow of instruction for thislesson. The lesson objectives will serve as the basis for
verifying that al lesson topics are contained within this Student Guide and slide presentation
material.

Status and Schedule

This lesson module provides detailed information about training for Version 2.0 Drop 2.
Subsequent revisions will be submitted as needed.

Organization

This document is organized as follows:

Introduction: The Introduction presents the document identification, scope,
purpose, and organization.

Related Documentation: Related Documentation identifies parent, applicable and information
documents associated with this document.

Student Guide: The Student Guide identifies the core e ements of thislesson. All
L esson Objectives and associated topicsis included.

Slide Presentation: Slide Presentation is reserved for al dides used by the instructor
during the presentation of this lesson.
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System Administration

Lesson Overview

Thislesson will provide you with the tools needed to perform the various tasks required to
administer Implementation of the Earth Observing System Data and Information System
(EOSDIS) Core System (ECS) during maintenance and operations.

Lesson Objectives

Overall Objective - The overall objective of hislesson is proficiency in the various tasks required
to administer the ECS during maintenance and operations.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will use the Procedures Manua in accordance with prescribed methods
and complete required procedures without error to accomplish all tasks required.

Specific Objective 1 - The student will startup and shutdown the ECS in its entirety.

Condition - The student will be given a copy of 625-CD-004-001 ECS Project Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to effect acomplete
startup and a complete and orderly shutdown of the ECS.

Specific Objective 2 - The student will manually shutdown and restart a single subsystem of the
ECS without affecting other subsystems.

Condition - The student will be given a copy of 625-CD-004-001 ECS Project Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to effect an orderly
shutdown and startup of one subsystem of the ECS without compromising or otherwise affecting
the other component subsystems from the command line.

Specific Objective 3 - The student will shutdown and restart a single subsystem of the ECS using
ECS Assistant without affecting other subsystems.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to effect an orderly
shutdown and startup of one subsystem of the ECS without compromising or otherwise affecting
the other component subsystems using the ECS Assistant.
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Specific Objective 4 - The student will be able to 1abel and index atape cartridge.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4. System Administration and a functioning system.

Standard - The student will perform without error the procedures required to label atape and
index atape cartridge.

Specific Objective5 - The student will be able to create an incremental tape backup.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to create an
incremental tape backup of system files created or modified within the past six days.

Specific Objective 6 - The student will be able to create a tape backup of the entire ECS system.

Condition - The student will be given a copy of 625-CD-004-001 ECS Project Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to perform acomplete
tape backup of the ECS.

Specific Objective 7 - The student will be able to restore individual files or entire volumes of
backup tapes to the ECS system.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to perform individual
or complete file restorations.

Specific Objective 8 - The student will be able to review and modify system logs.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4. System Administration and a functioning system.

Standard - The student will perform without error the procedures required to perform system log
mai ntenance.

Specific Objective 9 - The student will create, modify, and delete user accounts on the ECS.

Condition - The student will be given a copy of 625-CD-004-001 ECS Project Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to add a new user
account to the ECS, make modificationsto a variety of account access parameters, and delete the
account from the ECS.

Specific Objective 10 - The student will be able to check and modify access privileges on filesand
directories across the ECS.

6 625-CD-004-001



Condition - The student will be given a copy of 625-CD-004-001 ECS Project Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to check file and
directory access privileges and modify them to allow or deny access by various classes of users.

Specific Objective 11 - The student will be ableto install, configure, and test a new workstation.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4. System Administration and a functioning system.

Standard - The student will perform without error the procedures required to install, configure,
and test anew workstation including installing COTS, custom software, operating systems.

Specific Objective 12 - The student will be able to determine when security breaches occur and
will be able to remedy such breaches.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4. System Administration and a functioning system.

Standard - The student will perform without error the procedures required to identify when
security breaches occur and to remedy such breaches.

Specific Objective 13 - The student will be able to install, configure, and test DCE software.

Condition - The student will be given a copy of 625-CD-004-001 ECSProject Training Material
Volume 4: System Administration and a functioning system.

Standard - The student will perform without error the procedures required to install, configure,
and test DCE software.
Importance

A System Administrator’s goal isto keep the computer system usable by the users. A system
running at peak efficiency does so because of the proper use of the tools provided for and used by
the System Administrator. Intimate knowledge of how each tool works and which should be used
inaparticular situation is crucial to satisfying the ECS user community.
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System Startup and Shutdown

Overview

Starting or shutting down a computer system may involve nothing more than turning a power
switch to the on or off position. However, the interdependency of the various servers may require
the System Administrator to startup or shutdown the serversin aparticular order. Depending on
the situation, the entire computer system may be started or stopped (cold) or only selected servers
may be started or stopped (warm). The next sections cover the procedures and details of cold and
warm startups and shutdowns.

A complete system startup and shutdown should only need to occur approximately once in three
or four months during the early stages of system implementation due to the inherent instability of
new systems. After the system stabilizes, it is estimated that complete system startups and
shutdowns will occur only about once ayear. Partial shutdowns and restarts will be performed as
needed due to maintenance concerns.

Cold Startup By Subsystem

A cold startup isindicated when there are no subsystems currently running, such as when the
system is to be turned on for the first time, following a system maintenance operation that requires
all power to be turned off, or following a power failure. In most situations a cold startup is also
indicated by the power switch being in the OFF position.

The Cold System Startup is done in sequential order by subsystem. Figure 1 below showsthe
order at the DAAC in which each server is to be booted to achieve afully functional system.

cmnl

DNS Master Server - Mail Server
NIS Master - NFS Server
NETLS License Server

mssn2sun

License Server - Clearcase Server
Clearcase VOB Server - IQ Report Writer

cssnlhp

DCE - NET.H ++ - Sybase SQL Server

mssnlhp

DCE Time Server - HP OpenView
Sybase Rep Server - ESSM
Sybase SQL Server - PERL5 - MSS Primary DB

All others in any order

Figure 1. DAAC Server Startup Order
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Cold Subsystem Startup Procedure

1

10

11

12

13

Determine which machines perform the following functions. Some may perform multiple
functions:

* Domain Name Server (DNS) Master

* Name Information Server (NIS) Master
* Mail Hub Server(s)

e Automount Servers

» Clearcase Server

e Communication Subsystem (CSS) including Distributed Computing Environment
(DCE) Server

» DCE License Server for SUN

* Other License Servers

» System Management Subsystem

» Sybase SQL Servers

» Data Server Subsystem (DSS)

* Planning & Data Processing System (PDPS)

* Client, Interoperability and Data Management (CIDM) Subsystem

Startup the DNS Master. Once the system has booted without error, proceed to step 3.
Power on the NIS Master. Once the system has booted without error, proceed to step 4.

Power on the Mail Hub server(s). Once the system(s) have booted without error, proceed
to step 5.

Power on the Automount/Mail HUB server(s). Once the system(s) have booted without
error, proceed to step 6.

Power on the Clearcase server(s). Once the systems(s) have booted without error, proceed
tostep 7.

Power on the CSS server(s). Once the system(s) have booted without error, proceed to
step 8.

Power on the DCE License server for SUN. Once the system has booted without error,
proceed to step 9.

Power on the Other License server(s). Once the system(s) have booted without error,
proceed to step 10.

Power on the MSS server(s). Once the system(s) have booted without error, proceed to
step 11.

Power on the DSS server(s). Once the system(s) have booted without error, proceed to
step 12.

Power on the PDPS server(s). Once the system(s) have booted without error, proceed to
step 13.

Power on the CIDM server(s).

10 625-CD-004-001



Warm Startup

A warm startup is indicated when there are some subsystems currently running while others have
been shutdown either due to operator intervention or an external malfunction. The subsystems not
actively running need to be started without interfering with the current active operations. 1n some
instances, awarm startup may require some active subsystems to be shutdown and restarted so
that their interaction and connectivity will be properly resumed.

Warm Subsystem Startup Procedure

1 Determine which machines perform the following functions:
* Domain Name Server (DNS) Master
* Name Information Server (NIS) Master
e Mail Hub Server(s)
e Automount Servers
» Clearcase Server

* Communication Subsystem (CSS) including Distributed Computing Environment
(DCE) Server

» DCE License Server for SUN

* Other License Servers

» System Management Subsystem

» Sybase SQL Servers

o Data Server Subsystem (DSS)

e Planning & Data Processing System (PDPS)

* Client, Interoperability and Data Management (CIDM) Subsystem
Determine which machine is currently down.

Determine the interoperability dependencies among the machines.
Turn on machinesin an order consistent with the dependencies.

Normal Shutdown

A normal shutdown occurs when the operator is required to turn off the power to the entire system
or any of the component subsystems. Normal shutdowns are scheduled by the Resource Manager
with prior approval by the DAAC management at atime that minimizes disruption to system
users, usually during off hours. No loss of datais anticipated from anormal shutdown. All
subsystems are shutdown in aroutine and normal fashion.
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The system shutdown procedure is performed by the System Administrator at the discretion of the
Network Administrator, usually for the purpose of repair. The system shutdown is normally
performed in reverse order of the system startup. Figure 2 below shows the order at the DAAC in
which each server is to be shutdown to achieve an orderly shutdown.

All others in any order
mssnlhp

DCE Time Server - HP OpenView
Sybase Rep Server - ESSM
Sybase SQL Server - PERL5 - MSS Primary DB

cssnlhp

DCE - NET.H ++ - Sybase SQL Server

mssn2sun

License Server - Clearcase Server
Clearcase VOB Server - 1Q Report Writer

acmnlsgi

DNS Master Server - Mail Server
NIS Master - NFS Server
NETLS License Server

Figure 2. NSIDC Server Shutdown Order

The System Administrator must be logged in as root to perform a shutdown.

Prior to anormal shutdown, the System Administrator sends broadcast messages to all Computer
Operators on the system at Shutdown Minus 30 minutes, Shutdown Minus 15 minutes, and
Shutdown Minus 1 minute. At the scheduled shutdown time, the System Administrator blocks all
incoming regquests from the gateway and allows active jobs to complete (unlessit is anticipated that
they will take longer than 10 minutesin which case the System Administrator will terminate the
processes and notify the originator). The System Administrator then beginsto shut down all
subsystems the order prescribed in the procedure below.

HP OpenView is used as the monitoring agent with each subsystem icon turning red asit is
successfully shutdown. When all subsystems have been successfully shutdown, the UNIX
prompt appears on the console screen. Total time from shutdown initiation to completion may be
aslong as 45 minutes.
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Normal Shutdown By Subsystem Procedure

Steps A-G below are preliminary steps to shutting down each subsystem.

A

B
C
D

m

Login to the server asroot.
Enter root password.
Typewall and press Return.

Type Thismachineis being shutdown for reason. Please save your work and log off
now. Wearesorry for theinconvenience. Press Control and D keys simultaneously.

Wait at least five minutes.
Type shutdown -g0 -i0 or shutdown now -i0 at the UNIX prompt and press Return.
Power off all peripherals and the CPU.

Determine which machines perform the following functions:

* DNSMaster + Other License Servers

» NISMaster . MSSincluding Tivoli Server and
 Mail Hub Server(s) Sybase SQL Servers

«  Automount Server - DSS

« Clearcase Server « Ingest

. CSSincluding DCE Server - PDPS

- DCE License Server for SUN - CIDM

Power off the CIDM server(s) by following steps A-G above for each machine. Once the
system(s) have shutdown without error, proceed to step 3.

Power off the PDPS server(s) by following steps A-G above for each machine. Once the
system(s) have shutdown without error, proceed to step 4.

Power off the Ingest server(s) by following steps A-G above for each machine. Once the
system(s) have shutdown without error, proceed to step 5.

Power off the DSS server(s) by following steps A-G above for each machine. Oncethe
system(s) have shutdown without error, proceed to step 6.

Power off the M SS server(s) by following steps A-G above for each machine. Once the
system(s) have shutdown without error, proceed to step 7.

Power off the Other License server(s) by following steps A-G above for each machine.
Once the system(s) have shutdown without error, proceed to step 8.

Power off the DCE License server for the SUN by following steps A-G above for each
machine. Once the system(s) have shutdown without error, proceed to step 9.
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9 Power off the CSS server(s) by following steps A-G above for each machine. Once the
system(s) have shutdown without error, proceed to step 10.

10 Power off the Clearcase server(s) by following steps A-G above for each machine. Once
the system(s) have shutdown without error, proceed to step 11.

11 Power off the Automount server(s) by following steps A-G above for each machine.
Once the system(s) have shutdown without error, proceed to step 12.

12 Power off the Mail Hub server(s) by following steps A-G above for each machine. Once
the system has shutdown without error, proceed to step 13.

13 Power off the NIS Master by following steps A-G above for each machine. Once the
system has shutdown without error, proceed to step 14.

14 Power off the DNS Master.

Emergency Shutdown

An emergency shutdown is indicated when the System Administrator determines that the entire
system or a component subsystem requires immediate maintenance. Indications that an
emergency shutdown isin order include:

« the system or subsystem islocked up and users are unable to access or maneuver
through the system

« animpending or actual power failure
« anactual system or subsystem hardware or software failure

Every effort should be made to minimize loss of data during an emergency shutdown by
informing users to save filesand log off if at all possible. However, circumstances may be such
that alarge-scale loss of datais unavoidable. In such instances, datawill be restored from the most
recent backup tapes and temporary backup files provided by the system (if applicable).

If the entire system is locked up then a complete system shutdown is required and the emergency
shutdown and start-up procedures should be executed immediately. The DAAC manager is
notified after the system has been brought back on line.

If major subsystems are locked up then a complete system shutdown is required and the
emergency shutdown and start-up procedures should be executed immediately. The DAAC
manager is notified after the system has been brought back on line.
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If one or only afew of the subsystems are experiencing problems and only some of the users are
impacted, the subsystem problem(s) should be resolved first. If after all effortsto resolve the
subsystem problems are exhausted the System Administrator determines that a shutdown is
necessary, only those affected subsystems should be shutdown. Only if these steps provide no
relief should the entire system be brought down. In any case, every effort should be made not to
impact usersthat are still on the system and to minimize data loss.

Emergency Shutdown Procedure

Login to the server as root.
Enter root password.
Type sync at the UNIX prompt, then press Return.

« sync causes al information in memory that should be on disk to be written out
including modified super blocks, modified inodes, and delayed block 1/0. If the
system isto be stopped, sync must be called to insure file system integrity.

Type sync again at the UNIX prompt, then press Return.
Type halt at the UNIX prompt, then press Return.
Shutdown all client workstations.

~N o o1 b~

Determine which machines perform the following functions. Some machines may
perform multiple functions:

. Sybase SQL/Rep . Automount
. Autosys . Mail Hub

. Clearcase . NIS

. Tivoli . DNS

. DCE

8 Power off the Sybase SQL/Rep server(s). Once the system has shutdown without error,
proceed to Step 9.

9 Power off the Autosys server(s). Once the system has shutdown without error, proceed to
Step 10.

10 Power off the Clearcase server(s). Once the system has shutdown without error, proceed to
Step 11.

11 Power off the Tivoli server(s). Once the system has shutdown without error, proceed to Step
12.

12 Power off the DCE server(s). Once the system has shutdown without error, proceed to Step
13.
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13 Power off the Automount server(s). Once the system has shutdown without error, proceed to
Step 14.

14 Power off the NIS server(s). Once the system has shutdown without error, proceed to Step
15.

15 Power off the DNS server(s).

In case of EXTREME emergency where time does not allow you to execute the above procedures,
execute the procedure steps that follow. Be forewarned, however, that this procedure does not
ensure file system integrity and will result in loss of data and/or damage to the file system. It
should be used only as alast resort.

Extreme Emergency System Shutdown Procedure

At the Login: prompt, typeroot, then press Return.
At the Password: prompt, enter the RootPassword.
Pressthe L 1 and the a keys simultaneously.

A WN P

Once returned to an ok or > prompt, turn the power switches on the CPU and all peripheralsto
the off position.

WARNING

Theuse of L1-adoesnot ensurefile system
integrity. Thereisavery highrisk of losing
data when this processis used.

System Shutdown by Server

In situations where only a single server requires maintenance the System Administrator will need
to determine if and how the faulty server affects other servers on the network. One server may be
able to be shutdown without affecting the rest of the network, or several dependent servers may
have to be shutdown in addition to the target server. Because of these interdependencies, each case
will have be uniquely evaluated.
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The ECS Assistant

What is ECS Assistant?

ECS (EOSDIS Core System) is a complex system comprising many subsystems and
components running on multiple heterogeneous host machines. The coordination of al the
subsystemsfor SSI&T isan arduous, time consuming, error prone task. In order to improve our
effectiveness and efficiency, an easy-to-use GUI tool, “ECS Assistant,” has been developed to
facilitate ECS Maintenance activities.

Currently, the ECS Assistant is comprised of three mgjor scripts: EcCoAssist, ECCoModemgr,
and EcCoEsdtmgr. These scripts provide users with a Graphical User Interface to perform
functions such as subsystem server startup and shutdown, ESDT management, and database
review when using the ECS system. During the course of performing their tasks, operators can
use ECS Assistant to perform the following functions through its GUI:

» To start up and shut down servers for each subsystem

* To graphically monitor the server up/down status

* Toopen and view the detailed log files for each server used
* Toadd, remove, and verify ESDTsfor SSI& T

» To review various databases used in the ECS system

In the following sections, we will address aspects of how to use the ECS Assistant. Section one
explains how to use ECS Assistant to facilitate and manage the subsystems and their servers,
including server start up and shut down. Section two describes how to monitor servers for each
subsystem, including using the ECS Monitor and ECS logfile viewer. Section three contains
ESDT management, which includesinstalling ESDTs to a mode, adding and removing an ESDT
viathe Science Data Server, and reviewing the Science Data Server database through the DB
Viewer GUI provided by ECS Assistant.

Using ECS Assistant to Start Up / Shut Down Servers

This procedure describes routings for using the ECS Assistant GUI to start up and shut down
subsystem servers. The procedure described here will apply to all the servers from different
subsystems. The next procedure will describe how to monitor the servers' status with the ECS
Assistant.

Detailed procedures for tasks performed by the SSI& T operator are provided in the sections that
follow.

Assumptions:
1. The ECS Assistant has been properly installed.
2. Therequired environment variables have been set properly.
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To run the ECS Assistant, execute the procedure steps that follow:

Subsystem Server Start Up / Shut Down Procedure

1 Log into one of the host machines used for SSIT.

At the UNIX prompt on the host from which the ECS Assistant is to be run, type setenv
DISPLAY hostname:0.0, press Return.

. The hostname is the name of the machine on which the ECS Assistant isto be
displayed, i.e., the machine that your are using.

. To verify the setting, type echo $DISPLAY, press Return.
3 At the UNIX prompt on the host from which the ECS Assistant is to be run, type setenv
ECS HOME /usr/ecs, press Return.
. To verify the setting, type echo $ECS_HOME, press Return.

4 If necessary, at the UNIX prompt on the host from which the ECS Assistant isto be run,
type cleartool setview ViewName, press Return.

N

. The ViewName is the ClearCase view to be used while the ECS Assistant is
running in this session. For example, type cleartool jdoe, press Return.

. A ClearCase view isrequired only if the ECS Assistant needs to be able to
“see” into a ClearCase VOB; aview is not necessary otherwise.

5 At the UNIX prompt, type cd /tools’common/ea, press Return. Then type ECCoAssist
&, press Return.

. /tools’common/ea is the path where ECS Assistant isinstalled.

. Thiswill invoke the ECS Assistant GUI with three push buttons for selecting
the proper activities, asindicated in Figure 3.
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File

User: kzheng
Host: cheyenne

—
=]
A
o
=

Subsystem Manager

ESDT Manager

Mode Manager

Figure 3. ECS Assistant GUI

1 At the ECS Assistant GUI, click the Subsystem Manager pushbutton.
. Thiswill invoke the Subsystem Manager GUI, asindicated in Figure 4.

19 625-CD-004-001



1

2
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Commen Tasks cleanup | database | install | kall | mkedsentry | mkefy | monitor | package | start | C
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Modes Subsystems Components Servers %
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RecLasioes et ]
ROCLAB10PS. prev i =
RECLABLTSL &
RCCLABZDEW T
ROCLABOIEY EcCo2 <
RGCLABZDEY EcCofssist foind
RCCLAE20PS =
i x
FCCLABIDEV x
s
RCCLABITS1
e
RCCLABAOBS
it
Io~1 mnno . B e rr—— e .
New | ¥
Results
DOCE Endpoint Manager. Wersion 1.1& (10/10/1997)
End Point Processing Report
Total Entries . B2
Total ¥alid Bindings : 82
Total Stale Bindings : 0
Executable file "/usr/ecs/RCCCO/CUSTOM/bin/D55/EcDsHdfEcsServer” does not exist. Aborting ...
Settings Installation Statistics
clearcase view : {rccco’ Install Record Entry
Installed by : uid=7382 (vharikar) gid=E0{users)
Date /Tine : 09/18/1997 14.58.59
Mode : <RCCCO> Clearcase view : rcoccoo
Stage Location : STAGE
Subsystem : <DSS> Installation Type . DEV
Source File Loc. : <NILL>» Subsystem installed : OS5
Tnstallation Type : <NULL> Component installed : EcDsSc
Key
. Installed Subsystems
s
LY
S
172
o
=

Figure 4. Subsystem Manager GUI

Select amode by clicking a mode in the mode listing. The mode should be the one to be

used for SSI&T.
Once the mode is selected, the color of the subsystem namelist is changed.
Select a subsystem with the Subsystem radio button.

The component list for the selected subsystem will appear in the component

window.
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3 Select a component by clicking the component name under the component window.
. The selected component will be highlighted.

. The server list corresponding to that component will appear in the server
window.
4 Select a server by clicking the server name from the server list under the servers window.
. The server selected is highlighted.
5 To start aserver up or shut it down:
. Click the start button in the common tasks bar. Thiswill start up the selected
server.
. Click thekill button in the common tasks bar. Thiswill shut down the selected
server.

Repeat steps 7-11 to start up or shut down other servers.

To exit the Subsystem Manager GUI, select File..Exit in the menu bar of the Subsystem
Manager GUI.

. Thiswill terminate the Subsystem Manager GUI.

Using ECS to Perform System Monitoring

ECS Assistant provides two ways to monitor server status. The first oneis by performing “tail -f”
to log files which record the important activity history performed on the servers. The other way is
by using a database table to display server up/down status' dynamically. These monitoring
methods are described in the following sections.

Using ECS Assistant to Open / View Log Files for a Selected Server

Log files are used extensively in the ECS sytem to record a history of activity performed on the
system. They provide useful imformation about server activities. ECS Assistant provides an easy
way to access and view these log files. In the Subsystem Manager GUI, thereis one button called
viewlog in the Common Tasks bar. Click this button to invoke alog file GUI, as shown in Figure
2. You can review thelog files for a particular server by choosing the server name from the Menu
for the Subsystem to which it belongs. Y ou can also view al of the log files for acomponent by
choosing it in the Components menu. Menu entries are dimmed if no log files are present. The
following example shows how to use this GUI to open log files for a particular server.

Detailed procedures for tasks performed by the SSI& T operator are provided in the sections that
follow.

Assumptions:
1. The ECS Assistant has been properly installed.
2. The ECS Subsystem manager has been invoked.
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ToruntheLog Viewer, execute the procedure steps that follow:

1

Click the viewlog button in the Subsystem Manager GUI.
. Thiswill invoke the log viewer GUI.

To open and view log files for a particular server, select a server from the Subsystem pull
down menu, then click the server name.

Thiswill open al thelog files corresponding to that server.
Thelog file nameisindicated in thetitle bar for each log file GUI.

Thelog file GUI provides the following options for usersto view log file contents. Follow
the guidance in the GUI to select the proper options:

Foreground color for changing the foreground color.

Background color for changing the background color.

Font sizefor changing font sizes.

View entirefilefor displaying the entirefile.

Continuous update (tail -f) for displaying the updated log file continuously.
Sear ch for for performing word searchesin the log file.

Print for printing the log file.

To view log filesfor other servers, repeat stepsl-3.

Exit thelog file by pressing EXIT.

Using ECS Assistant to Monitor Server Status

ECS Assistant provides another convenient way to monitor the status of the servers by listing their
up/down condition. The status flag for a server is up or down indicating whether or not that server
IS running.

Detailed procedures for tasks performed by the SSI& T operator are provided in the sections that

follow.

Assumptions:

1. The ECS Assistant has been properly installed.
2. The ECS Subsystem Manager is running.
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To start up the ECS monitor GUI, execute the procedure stepsthat follow:

1 Atthe ECS Subsystem Manager GUI, select a mode by clicking a mode in the mode list.
. The mode should be the one to be used for SSI&T.
. Once the mode is selected, the color of the subsystem name list is changed.

2 Select asubsystem by clicking the radio button next to the subsystem name under the
subsysterm component window.

. The selected subsystem radio button will be highlighted.

. The components corresponding to that the subsystem will be displayed in the
component window.

3 Select acomponent by clicking its name under the component window.

. All the serversfor the selected component will be displayed in the server
window.

4 If desired, click the monitor button from the common tasks window.
. Thiswill invoke the ECS Monitor GUI window as shown in Figure 5.
. The status “UP/DOWN?” indicates whether the server is running.
5 To seewhich host each server isrunning on, click the cdsping all servers... button.
. Thiswill invoke the ECS Monitor (cdsping) GUI asindicated in Figure 6.
. The host name for each running server islisted

6 Both ECS monitor GUI and ECS Monitor (cdsping) GUI can be updated by clicking the
update button in the GUI.

. Thiswill cause thelist to update to the current status.
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Figure 5. Server Monitor GUI
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Server Running con
EcDmDictServer delaware
EcDsDistributionferver cheyenne
EcDsEtaArchivelerverHWCIL cheyenne
EcDsStFtpPullServer cheyenne
EcDsSt IngestFLiplerver cheyenne
EcDs3tPullMonitorierver cheyenne
EcDsEtS8tagingDiskBerverHWCIL cheyenne
EcDs3tStagingMonitorServerHWCIL cheyenne
EclcddBerver delaware
EcSbEventServer chimera
EcEbEubierver chimera
F-J ] =]

Figure 6. cdsping GUI

1 To monitor other servers, repeat steps 2-4.

2 Toexit, click the EXIT button.

. Thiswill end the monitor GUI.
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Tape Operations

In this lesson you will learn how Networker Administrative software and the Exabyte tape drive
work together to administer the use of tapes for system backups and file restorations. Functions
such as how to label a new tape, how to index atape cartridge, and how to perform backups and
restores are covered.

TERMS:

» Cartridge- A hardware device that is part of the Exabyte tape drive. It holds up to 10 tapes
that are automatically selected by Networker.

» Drive- Hardware device into which the tape or tape cartridge is inserted that performs the
actua recording of data.

* Index - A list of the labeled tapes currently stored in the jukebox.
* Inventory - The action of making an index.

» Jukebox - A hardware device that stores more than one tape used for system backups and
restores. Working in conjunction with specialized software, it can automatically select the
proper tape, load the tape into the tape drive, and return it to its appropriate s ot upon
completion of the task.

» Labd - A unigue name assigned to atape by Networker.
* Volume- A recording medium; in the case of this course, avolume and a tape a synonymous.

Networker Administrator Screen

The main Networker Administrator screen (Figure 7), which is displayed after typing nwadmin at
aUNIX prompt, contains four main sections.

1. Themenu bar at the top of the screen, which displays all of the possible capabilities of
Networker Admin..

2. The speedbar, which can be customized, displays icons which execute the most common
procedures.

3. Current configuration information, including the current Networker server, the available
backup devices (tape drives, file systems, CD-ROMS, etc.).

4. Current status windows which display in real time the actual activity on the various devices,
and progress and error messages.
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— nwadmin BE

File Clients Server Media Save Set Customize Options Help
|| = | =
= 3]
Chonge
Server Mourt Unrmaunt Laobel Indexes “aolumes
Server: sprglsgi.gsfc.ecs.nasa.gov NetWorker 4.1.3-12/18/05-20:27 Turbo/60

Up since: Wed Mar 5 14:54:33 1997
Backups: 162 sessions, 7960 MB total
Recovers: 0 sessions

Devices:
Jdev/rnt/tpsidinrnsy ]y Bmm Cunmounted)
Sdev/rmt/tps2d3inrnsy (1} Bmm SGBE {unmounted)
ddev/rmt/tpsidinrnsy (1} 8mm SGE sprglsgi. 327 wWwriting, done
JAdev/rmt/tpsEiddnrnsy (1> Smm 5GE sprglsgi. 326 wWwriting, done
—
Sessions;
=
Messages:
Thu 23:08:42 index notice: nsrim has finished checking the media db %
=
Pending:

Figure 7. Networker Administrative Main Screen

Labeling Tapes

Files and directories have unique names that are assigned by the user to identify them. In much
the same manner, tapes are given unique names, or labels. This alows such programs as
Networker and such hardware devices such as the Exabyte jukebox to automate the tape selection
process when performing system backups and restores. When atapeisinitialized, Networker
assignsit alabel. Networker then storesthe tape’ slabel with afile that iswritten to the tape so that

when afile restoration request is received, Networker will know exactly which tape to select from
the jukebox.
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Tape Labeling Procedure

1

Log into the backup server by typing: telnet BackupServerName or r sh BackupServerName
at the UNIX prompt, then press Return.

If aLogin: prompt appears, log in as yoursalf by typing: YourUser| D, then press Return.
* A password prompt is displayed.

Enter YourPassword, then press Return.

* Remember that YourPassword is case sensitive.

* You are authenticated as yourself and returned to the UNIX prompt.

Log in asroot by typing: su, then press Return.

* A password prompt is displayed.

Enter the RootPassword, then press Return.

* Remember that YourPassword is case sensitive.

* You are authenticated as yoursalf and returned to the UNIX prompt.

Set display to current terminal by typing: setenv DISPLAY |PNumber:0.0 or setenv
DISPLAY BackupServerName:0.0, then press Return.

At the UNIX prompt, type nwadmin, then press Return.
* A window opens for the Networker Administrative program.
Insert the blank tape(s) in the jukebox's cartridge, then install the cartridge in the jukebox.

* Remove any non-blank tapes from the cartridge or else they will be re-labeled and the data
on the tapeswill belost.

Click the Label button.
* TheJukebox Labeling window opens (Figure 8).
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— Jukebox Labeling

Server: sprglsgi.gsfc.ecs.nasa.gov
Device: /devirmt/tpsSdSnrnsy

Starting with: sprglsgi. 336
First slot: 1
Last slot: 10
Pool: Cefault < Archive < PC Archive

< Default Clane <> Archive Clane <> PC Archive Clane

| Manual recycle

Ok Cancel Help

Figure 8. Jukebox Labeling Window.

10 In the field marked Starting with, enter the tape label you wish to use for thefirst tapein
the sequence.

» Tapelabels are named by using the host name (e.g., sprnlsgi), adot or period, and a
sequential number (e.g., 001, 002).

» By default, the system will prompt you with the next label in the sequence (e.g.,
sprnlsgi.01l).

11 Inthe First Slot field, enter 1 or the dot containing the first volume to be labeled; in the
Last Slot field, enter 10 or the slot containing the last volume to be label ed.

» Slotlisatthetop of the cartridge and 10 at the bottom.

» Slot 11 isthe non-removable dot within the jukebox. Thisusually contains a cleaning
tape.

* ItisOK toleave empty dots.
12 Click the OK button.

» A status message indicating the progress of the tape |abeling procedure appears and
updates.

» Labeling afull cartridge of tapes takes about 15 minutes.

13 When the status in the Jukebox L abeling window reads finished, click the Cancel
button.
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14

15

16

17

» TheJukebox L abeling window closes.

From the File menu, select Exit.

* Thenwadmin program terminates and you are returned to the UNIX prompt.
At the UNIX prompt for the backup server, type exit, then press Return.

* Root islogged out.

Type exit again, then press Return.

* You arelogged out of and disconnected from the backup server.

Put an identifying sticker on the outside of each tape cassette.

Indexing Tapes

Labeled tapes are |oaded in atape cartridge that is inserted into the Exabyte tape drive, also referred
to asthe jukebox. Networker needs to know the location of each tapein the jukebox. To do this,
Networker uses a process called inventory which prepares an index by matching a tape label to the
cartridge dot that holds that tape (Figure 9). Then, when arequest to recover afile or aset of files
isreceived, Networker locates the tape based on the information in its memory.

CAUTION

If you move a tape from its position in the cartridge, Networker will
not know where to find it (Figure 10). You must re-index the
cartridge by performing these procedures again. Otherwise

Networker will not select the correct tape (Figure 11).

Tape Indexing ===
After Initial Inventory I@|

ape Cartridge

~ Cleaning Tape

SLOT 1 = CLEANING TAPE
SLOT 2 = GSFCDAAC.001 =<
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006

> GSFCDAAC.001
» GSFCDAAC.002

» GSFCDAAC.006

SLOT 5 = GSFCDAAC.010 T SSECDAAC OO

SLOT 6 = GSFCDAAC.352

AAAA

SLOT 7 = GSFCDAAC.003 ~ GSFCDAAC.352 /
SLOT 8 = EROSDAAC.001 « —=srcoracoos
SLOT 9 = EROSDAAC.523 _
SLOT 10 = UNDEFINED ~ EROSDAAC.001 /
SLOT 11 > UNDEFINED « » EROSDAAC.523
> empty
T [Fewry /
DRAFT 16
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Figure 9. Tape Index Following the Initial Inventory

31 625-CD-004-001



Tape Indexing

Tapes Changed But Not Re-Inventoried

SLOT 1 = CLEANING TAPE =
SLOT 2 = GSFCDAAC.001 <
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 <
SLOT 5 = GSFCDAAC.010 <~

SLOT 7 = GSFCDAAC.003 <~
SLOT 8 = EROSDAAC.001 ™
SLOT 9 = EROSDAAC.523 ~
SLOT 10 = UNDEFINED _ _
= UNDEFINED «

SLOT 6 = GSFCDAAC.352~&¢ -~ -~ . .

ape Cartridge

» Cleaning Tape

> GSFCDAAC.001

» GSFCDAAC.002

» GSFCDAAC.006

> GSFCDAAC.010

» EROSDAAC.777

[~ EROSDAAC.001 |

> GSFCDAAC.003 /

» EROSDAAC.523

~ GSFCDAAC.999

> EROSDAAC.888 /
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Figure 10. Tapes Changed but Not Reinventoried

Tape Indexing
After Re-Inventory

SLOT 1 = CLEANING TAPE
SLOT 2 = GSFCDAAC.001 <
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 <
SLOT 5 = GSFCDAAC.010 ~
SLOT 6 = EROSDAAC.777~~ -
SLOT 7 = GSFCDAAC.003 ~
SLOT 8 = EROSDAAC.001 ~
SLOT 9 = EROSDAAC.523 ¥
SLOT 10 = GSFCDAAC.999

éTéEe Cartridae ;

» Cleaning Tape

> GSFCDAAC.001

» GSFCDAAC.002

» GSFCDAAC.006

~ GSFCDAAC.010

» EROSDAAC.777

> GSFCDAAC.003

» EROSDAAC.001

» EROSDAAC.523

1> GSFCDAAC.999

A PN
EROSDAAC.888 /
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Figure 11. Index is Updated After Reinventory.

Indexing Tapes Procedure

1 Loginto the backup server by typing: telnet BackupServerName or rsh BackupServerName
at the UNIX prompt; then press Return.

2

If aLogin: prompt appears, log in as yourself by typing: YourUserID, then press Return.

The password prompt is displayed.
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3 Type YourPassword, then press Return.

* Remember that your password is case sensitive.

* You are authenticated as yourself and returned to the UNIX prompt.
4 Loginasroot by typing su, then press Return.

* A password prompt is displayed.
5 Enter the RootPassword, the press Return.

* You are authenticated as root and returned to the UNIX prompt.

6 Set display to current terminal by typing: setenv DISPLAY IPNumber:0.0 or setenv
DISPLAY BackupServerName:0.0, then press Return.

7 Atthe UNIX prompt, type nwadmin, then press Return.
* A window opens for the Networker Administrative program.
8 Click the Mount button, or select M edia -> M ount from the menu.

* TheJukebox Mounting window opens (Figure 12) and displays alist of the tapes that
Networker is currently aware of.

*  When you are finished with this window, click the Cancel button.

— Jukebox Mounting
Server: sprglsgi.gsfc.ecs.nasa.gov
Device: /devirmt/tpsSdSnrnsy
Volume: sprglsgi . 327
Slot Volume Pool % Used
1 _sprglsgi. 326 Default 100% |4
2 Spralsgl. 327 Default G
3 sprglsgi. 328 Default
4 sprglsgi. 3249 Default
S sprglsgi. 330 Default =
& sprglsgi. 331 Default
7 sprglsgi. 332 Default
2 sprglsgi. 333 Default -
9 sprglsgi. 334 Default |
10 sprglsgi. 335 Deftault ¥
Ok Cancel Help

Figure 12. Jukebox Mounting Window

9 Insert the required tape(s) in the jukebox’ s cartridge, then install the cartridge in the jukebox.

» Refer to the jukebox’ s documentation for detailed instructions on installing the
cartridge.
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Select M edia from the menu bar, then select | nventory.
* TheJukebox I nventory window opens.
Inthe First Slot field, enter 1 or the ot containing the first volume to be labeled; in the

Last Slot field, enter 10 or the dot containing the last volume to be |abeled.

* Sotlisatthetop of the cartridge and 10 at the bottom.

» Slot 11 isthe non-removable dot within the jukebox. Thisusualy contains acleaning
tape.

* ItisOK toleave empty sots or sots with previously inventoried tapes.

Click the OK button.

» A status message indicating the progress of the tape indexing procedure appears and
updates.

* Inventorying afull cartridge of tapes takes between 20 and 30 minutes.

When the Jukebox I nventory status reads finished, click the Cancel button.

Click the Mount button to verify that the indexing worked.

» The Jukebox Mounting window opens.

* Therequired tape(s) should be shown. If not, repeat this procedure from step 8.
Click the Cancel button.

» The Jukebox Mounting window closes.

From the menu bar, select File, then select Exit.

At the UNIX prompt for the BackupServer, type exit, then press Return.

At the next UNIX prompt, type exit again, then press Return.
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System Backups and Restores

Performing regular and comprehensive backups is one of the most important responsibilities a
System Administrator has. Backups are the insurance that essentially all of the system datais
aways available. If the system crashes and all disks are damaged, the System Administrator
should be able to restore all of the datafrom the backup tapes.

Incremental Backup

An incremental backup copies to tape all files on a system or subsystem that were created or
modified since the previousincremental backup regardiess of the backup level. The purpose of an
incremental backup is to insure that the most recent edition of afileisreadily availablein case user
error or disastrous system failure causes the file to become corrupt. Incrementa backups are
scheduled at atime that causes minimal disruption to the users. Copiesof al incremental backup
tapes are stored offsite for five weeks before they are reused.

Incremental backups are performed automatically according to the schedule setup in the Networker

Schedules windows (Figure 13). Incremental backups can aso be requested at unscheduled times
by completing the I ncremental Backup Request Form and submitting it to the DAAC manager.

On-Demand Incremental Backup Procedure

1 Log into the machine to be backed up by typing: telnet BackedUpSystemName or rsh
BackedUpSystemName, then press Return.

2 If aLogin: prompt appears, log in as yourself by typing: YourUserl D, then press Return.
» A password prompt is displayed.
3 Enter YourPassword, then press Return.
» Remember that YourPassword is case sensitive.
* You are authenticated as yoursalf and returned to the UNIX prompt.
4 Loginasroot by typing: su, then press Return.
* A password prompt is displayed.
5 Enter the RootPassword, then press Return.
* Remember that YourPassword is case sensitive.
* You are authenticated as yourself and returned to the UNIX prompt

6 Set display to current terminal by typing: setenv DISPLAY IPNumber:0.0 or setenv
DISPLAY BackupServerName:0.0, then press Return.

7 Atthe UNIX prompt, type nwadmin, then press Return.
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* A window opensfor the Networker Administrative program.
8 Go to the Customize menu, select Schedules.

» The Schedules window opens.

File Heip
Schedules: [ pafaylt '
Full on 15t of Month —
Full Ewery Friday =
Quarter] |
Full on 13t Friday of Month Jikd
‘ Create I | Delete I
Name: |Fuﬂ on 1st Friday of Month |
Period: < Week Maonth
| Previous Monthl | Current Manth I | Mext Maonth I
March 1997 April 1997
§ M Tu W Th F S § M Tu W Th F §
1fi 14 | 24 | 34 |4.|’f" 5
24 | 34 | A |5a'i |6a’i |?ff* 8fi Bfi | 74 | B4 | 94 |104 (114 [124
9fi |10fi | Overrides » I;‘u.f.f"‘ i 134 | 144 | 154 | 164 | 174 | 184 |19/
164 | 174 || ferdf incr* i 204 |21/ |22/ |23/ |24/ |25/ | 26/i
23/ |24fi || imer 1+ i 27/i |28/ | 29/i | 30/i
304 |34 || 1 2%
2 "
3 o |
4 5*
5 5"
& i
7 a
a8 9+
. . skip*
skip remove

Figure 13. Networker Schedules Window

9 Look at the button for today and note the letter on that day. If thereisan i next to the date on

this button, go to step 12.

* Thei standsfor incremental; f standsfor full. Whichever ison the button for today is

what kind of backup that will be done, unlessit is overridden.

10 Click and hold the button for today, select Overrides from the resulting menu, select
I ncremental from the next resulting menu.

11 Click the Apply button.

12 Close the Schedules window by clicking in the upper left corner of the Schedules window

and selecting Close from the resulting menu.
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13 Click the Group Control button.
» The Group Control window opens.
14 Click the Start button.
* A Notice window opens.
15 Click the OK button.
» TheNotice window closes.
* Theregularly scheduled backup will till run (even though we are now doing a backup).

16 Close the Group Control window by clicking in the upper left corner of the Group Control
window and selecting Close from the resulting menu.

»  Status updates appear in the nwadmin window.

*  When the backup is complete, a Finished message will appear.
17 1f the button for today in step 9 had ani on it, go to step 22.
18 Go to the Customize menu, select Schedules.

* The Schedules window opens.

19 Click and hold the button for today, select Overrides from the resulting menu, select Full
from the next resulting menu.

20 Click the Apply button.

21 Closethe Schedules window by clicking in the upper left corner of the Schedules window
and selecting Close from the resulting menu.

22 Select Exit from the File menu to quit the NetWorker Administrative program.
* The nwadmin window closes.

23 At the UNIX prompt for the machine to be backed up, type exit, then press Return.
* Root islogged out.

24 Typeexit again, then press Return.
* You arelogged out and disconnected from the machine to be backed up.
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Full System Backup

A full system backup is a snapshot of the data on the entire system as of a particular date. The data
is stored on tapes that are used to recreate the system in the event of atotal system failure. The full
system backup is run by the System Administrator on aregular schedule, usually weekly. Full
system backup tapes are stored offsite for security reasons.

Full Backup Procedure

=

Log into the machine to be backed up by typing: telnet BackedUpSystemName or rsh
BackedUpSystemName, then press Return.

If aLogin: prompt appears, log in as yourself by typing: YourUserID, then press Return.\

N

* A password prompt is displayed.
3 Enter YourPassword, then press Return.
* Remember that YourPassword is case sensitive.
* You are authenticated as yourself and returned to the UNIX prompt.
4 Loginasroot by typing: su, then press Return.
* A password prompt is displayed.
5 Enter the RootPassword, then press Return.
* Remember that YourPassword is case sensitive.
* You are authenticated as yourself and returned to the UNIX prompt.

6 Set display to current terminal by typing: setenv DISPLAY IPNumber:0.0 or setenv
DISPLAY BackedUpSystemName: 0.0, then press Return.

7 Execute the NetWorker Backup program by entering: nwbackup, then press Return.

A NetWorker Backup window opens (Figure 14). You are now able to perform a
full backup.
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Figure 14. Networker Backup Window
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|«

8 If nofilesg/directoriesto be backed up were provided by the requester, i.e. the whole machine
isto be backed up, then type/ in the Selection field and click the Mark button.

» /isdesignated for backup and has a check next to it.

9 If files/directoriesto be backed up were provided then select the files/directoriesto be
backed up in the directory display and click the Mark button.

10 Click the Start button.

* A Backup Options window opens.

11 Click the OK button.

* The Backup Options window closes.

Drag scroll bar with mouse to scroll the list up and down.
Double click on directory nameto list its contents.

To move up adirectory level, type the path in the Selection field.

Clicking the Mark button designates the file for backup and puts a check next to it.

» TheBackup Statuswindow opens providing updates on the backup's progress.
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12 After the Backup Completion Time message appearsin the Backup Statuswindow, click
the Cancel button.

* TheBackup Status window closes.
* Thebackup is complete.
13 Select Exit from the File menu to quit the NetWorker Backup program.
» The NetWorker Backup window closes.
14 At the UNIX prompt for the machine to be backed up, type exit, then press Return.
* Root islogged out.
15 Typeexit again, then press Return.
* You arelogged out and disconnected from the machine to be backed up.

Single or Multiple File Restore

From time to time individual files or groups of files (but not all files) will have to be restored from
an incremental backup tape due to operator error or system failure.

In order to perform the procedure, the System Administrator must have obtained the following
information from the requester:

«  Name of machine to be restored.

« Name of file(s) to be restored.

- Date from which to restore.

« User ID of the owner of the file(s) to be restored.

«  Choice of action to take when conflicts occur. Choices are:
O rename current file.
O keep current file.

O write over current file with recovered file.
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Singleor Multiple File Restore Procedure

1 Logintothe machineto berestored by typing: telnet MachineRestored or rsh
MachineRestored, then press Return.

2 If aLogin: prompt appears, log in as yourself by typing: YourUserl D, then press Return.
* A password prompt is displayed.
3 Enter YourPassword, then press Return.
» Remember that YourPassword is case sensitive.
* You are authenticated as yoursalf and returned to the UNIX prompt.
Log in asroot by typing: su, then press Return. A password prompt is displayed.
5 Enter the RootPassword, then press Return.
* Remember that RootPassword is case sensitive.
* You are authenticated as yoursalf and returned to the UNIX prompt.
6 Login asthe user by typing: su User'siD.
* You are authenticated as the owner of thefile(s) to berestored.

7 Set display to current terminal by typing: setenv DISPLAY IPNumber:0.0 or setenv
DISPLAY MachineRestored: 0.0, then press Return.

8 Executethe NetWorker Recovery program by entering: nwrecover, then press Return.

* A window opensfor the Networ ker Recovery program (Figure 15). Y ou are now able to
perform restores of files.

9 Select file(s) to berestored and click the Mark button.

» Drag scroll bar with mouse to scroll the list up and down.

* Doubleclick on directory nameto list its contents.

» Clicking the Mark button designates the file for restore and puts a check next to it.
10 Go to the Change menu, select Browse Time.

* The Change Browse Time window opens.
11 Select the date from which torestore.

» Networker will automatically go to that day's or a previous day's backup which contains the
file.
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Figure 15. Networker Recovery Window

12 Click the Start button.

» The Conflict Resolution window opens.
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13 Answer "Do you want to be consulted for conflicts' by clicking the yes button, then click the
OK button.

» If prompted with a conflict, choices of action will be: rename current file, keep current file,
or write over current file with recovered file.

» Select the requester's choice of action to take when conflicts occur.

* TheRecover Statuswindow opens providing information about the file restore.
» If all therequired tapes are not in the drive, anotice will appear.

* Click the OK button in the notice window.

» If prompted for tapes, click cancel in the Recover Status window and execute Procedure
3.2.5.1.1 Index Tapes.

14 When arecovery complete message appears, click the Cancel button.
15 Go to the File menu, select Exit.

» The Networker Recovery program quits.
16 Typeexit, then press Return.

* Theowner of thefile(s) to berestored islogged out.

17 Typeexit again, then press Return.

* Root islogged out
18 Typeexit onelast time, then press Return.

* You arelogged out and disconnected from the machineto berestored.

Complete System Restore

A complete system restore is an emergency procedure that should be performed only in the event
of asystem crash with the loss of data and the only way to get the system back up and runningin a
timely fashion isto restore the system from a previous backup. The result of this action will be
that any updates to the system between the last backup and the time of the restore will belost. The
System Administrator will determine which complete backup tape(s) to use (Figure 16).
Depending on the frequency of complete system backups and incremental backups, data loss can
be minimized.

A complete system restore involves restoring a number of tapes depending upon the particular
situation. For example, should a system failure occur immediately after afull system backup was
performed, only the tapes used in that backup will be required to restore the system to its usable
state. However, if there was a period of time between the last full system backup and the system
failure, tapes from the last full system backup aswell as partial and incremental backups will have
to be restored. This may become atime consuming process depending on the server affected, how
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much dataisto be recovered, and how many tapes need to be restored. Additionaly, the System
Administrator may determine that only one or two of the many partitions need to be restored to
make the system whole again. Therefore, these procedures will have to be mixed and matched to
determine the proper restoration procedure for a given situation.

Level 5

L@vel O (full system bagkup)

June 1 June 3 June 4 June 5 un June 7 June 8 June 9

June 2 June 6 June 10 Jun € 1e 13 June 14 June 15 Jun

Figure 16. Tapes Required for Full System Restore

In order to perform the procedure, the SA must have obtained the following information about the
requester:

« Name of system to be restored

- Date from which to restore

Full System Restore Procedure

1 Log into the backup server by typing: telnet BackupServerName or rsh
BackupServerName, then press Return.

2 If aLogin: prompt appears, log in as yourself by typing: YourUserl D, then press Return.
» A password prompt is displayed.
3 Enter YourPassword, then press Return.

* Remember that YourPassword is case sensitive.

* You are authenticated as yoursalf and returned to the UNIX prompt.
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4 Loginasroot by typing: su, then press Return.
* A password prompt is displayed.
5 Enter the RootPassword, then press Return.
* Remember that YourPassword is case sensitive.
* You are authenticated as yoursalf and returned to the UNIX prompt.

6 Set display to current terminal by typing: setenv DISPLAY IPNumber:0.0 or setenv
DISPLAY BackupServerName:0.0, then press Return.

7 Execute the Networker Administrator program by entering: nwadmin, then press Return.

* A window opens for the Networker Administrator program (Figure 17).

* You are now ableto perform restores of partitions.

= nwadmin [HE
File Clients Server Media Save Set Customize Options Help
] ] A—
& | = | & ==
Chonge Group
Server Maunt Unmaunt Label Indexes Yalurnes Contraol
Server: sprglsgi.gsfc.ecs.nasa.gov NetWorker 4.1.3-12/18/95-20:27 Turbo/60

Up since: Wed Mar 5 14:54:33 1997
Backups: 162 sessions, 7960 MB total
Recovers: 0 sessions

Devices:
JSdew/rmt/ dznrnsyild &mm SGE {unmounted)
fdewv/rmt/ d3nrnsvil) 8mm S5CB {unmounted)
fdev/rmt/tpssdsnrnsv (1) &mm S5GE sprgilsgi. 327 writing, done
Sdev/rmt/tpssdanrnsw(]) 8mm S5GE sprglsgi. 326 writing, done
=
Sessions:
=
Messages:
Thu 03:08:42 index notice: nsrim has finished checking the media db %
=
Pending:

Figure 17. Networker Administrator’s Window

8 Gotothe Save Set menu, select Recover Set. The Save Set Recover window opens.
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9 Select the Name of system to berestored (referred to as System in the rest of this procedure)
in the Client field's menu.

* TheSave Set listing updates. Thisisalisting of partitions on the System.

» Atthistime, note the partitions listed for the System. To do acomplete system restore,
this procedure needs to be performed for each partition listed.

10 Select the Save Set/partition from the listing.
* Thelnstancelisting updates.
11 Select the appropriate I nstance.

* AnlInstanceisaparticular NetWorker client backup. A listing of Instancesis areport
detailing the Networker client backups that have occurred.

» Select an Instance based upon the Date from which to restore (referred to as Datein the
rest of this procedure) and of an appropriate level:

Note 1: To determine a base Date, you must consider the time of day that backups occur. For
example, if the backup occurs at 02:00 each morning then a system corrupted at noon on June
6 would require arestoration of the June 6 backup. However, if the system corruption took

place around the time of the backup, it would be more prudent to use the backup from June 5.

» |If the backups are full or incremental, perform the following actions:

Select the most recent full backup that occurred on or prior to the Date and perform a
partition restore. 1If the date of this full backup is not the same asthe Date, perform a
partition restore using each incremental backup, in chronological order, between thisfull
backup and the day after the Date.

» If the backups are of different numerical levels, follow these steps:

First select the most recent level O/full backup prior to or on the Date and perform arestore
of the partition. If alevel O/full backup did not occur on the Date, select the most recent
backup of the next highest level occurring after thislevel 0 and prior to or on the Date.
Perform arestore of the partition. Continue to select the most recent backup of the next
highest level occurring between the last used | nstance and the day after the Date until
reaching an instance on the Date.

* You can double click an I nstance to see which tape is required.
12 Click the Recover button.

* The Save Set Recover Statuswindow opens.

» Clicking the Volumes button will show which tapes are required.
13 Click the Options button.

* The Save Set Recover Optionswindow opens.

14 Set Duplicate file resolution to Overwrite existing file by clicking its radio button.
15 Make sure that the Always prompt checkbox is not checked.
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16 Click the OK button.
* The Save Set Recover Optionswindow closes.
17 Click the Start button in the Save Set Recover Status window.
e Status messages appear in the Status box.
* A recovery complete message appears when recovery is complete.
18 Click the Cancel button after the recovery complete message appears.
* The Save Set Recover Statuswindow closes.

19 If additional partition restores are required, go to step 8. Otherwise, select Exit from the File
menu to quit the Networker Administrator program.

20 Atthe UNIX prompt for the backup server, type exit, then press Return.
21 Typeexit again, then press Return.
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System Log Maintenance

System Log Maintenance

The System Log Maintenance process is performed through Tivoli by the System Administrator.
The System Administrator will setup and execute the jobs to be run in various formats, i.e.,
recurring day and time, maximum amount of disk space. This section assumes that task jobs have
already been created and discusses how to edit the job for System Log Maintenance.

Logs are used to track events on the system. An event is the success or failure of an action. By
reading and maintaining logs, system administrators can troubleshoot problems. Entriesto the
logs are automatically created by the particular application and stored in the directory
lust/local/hidog in afile with a.log suffix (e.g., IngestLocal.log).

System L og Maintenance Procedure

1 LogintoaTivoli server by typing: telnet TivoliServerName or rsh TivoliServerName at the
UNIX prompt, then press Return.

2 If aLogin: prompt appears, log in as yourself by typing: YourUserl D, then press Return.
* A password prompt is displayed.

Enter YourPassword, then press Return.

Remember that YourPassword is case sensitive.

Y ou are authenticated as yourslef and returned to the UNIX prompt.

Enter setenv DISPLAY YourMachineName: 0.0, then press Return.

Enter tivoli, then press Return.

~N o 0o b~ W

* The TME Desktop Administrator window (Figure 18) appears.
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Figure 18. TME Administrator Window

Double-click on the Scheduler icon (Figure 19).

Scheduler

Figure 19. Scheduler Icon

Click once on the job you wish to edit so that it is highlighted.
Select Edit from the menu at the bottom of the screen.

a Y ou will now bein the Edit Scheduled Job window.
Make al of the desired changes.

After changes have been made, select Update & Close from the menu at the bottom of the

window.
Type exit, then press Return.
a) Y ou are logged out of the Tivoli server.
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User Administration

Adding a New User

Adding auser to the system is accomplished through a series of steps that may be performed asa
suite from the command line, or by use of ascript. The procedure below outlines the individual
steps that are required to completely set up anew user on the system. The script, if and whenitis
available, will accomplish these stepsin an interactive manner.

The requester fills out a"User Registration Request Form™ and submits it to the supervisor. The
requester's supervisor reviews the request, and if he determinesthat it is appropriate for the
requester to have an account, forwards the request to the System Administrator. The System
Administrator verifiesthat all required information is contained on the form. If it is, s’/he forwards
the request to the approval authority; the DAAC Manager. Incomplete forms are returned to the
requester's supervisor for additional information. If the request for the accounts fits within policy
guidelines, the DAAC Manager approves the request and returns the request form to the System
Administrator to implement.

The System Administrator should be familiar with a UNIX text editor and the files
letc/passwd.yp (Figure 20), /etc/group (Figure 21), and /etc/auto.home ().

mresnick:$sy732az)[xyzz:510:1:Michael Resnick {x4076}:/home/mresnick:/bin/csh
Jsmith:hY%dd98dwWrxPnm:511:1:Janet Smith {x0821%}:/home/jsmith:/bin/csh
rknickerb: :512:1:Robert Knickerbocker {x4111}:/home/rknickerb:/bin/csh

Empty field
(no password)

Figure 20. /etc/passwd.yp File Fields
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root::0:root
other::1:root,hpdb
A bin:z:2:root,bin
&§ sys::3:root,uucp
cﬁ adm::4:root,adm
daemon: :5:root,daemon
mail::6:root
Ip::7:root,Ip
users::20:root
nogroup:-*:-2:

Figure 21. /etc/group File

Adding a New User Procedure

1 Atthe UNIX prompt, typetivoli, press Return.

. Tivoli starts up, and the TM E Desktop window opens.
2 Doubleclick the Admin Policy Region.

. Y ou are now ableto create the account.
3 Doubleclick onthe Admin_profileicon.

. The Admin_profile Profile Manager window opens.
4 Double click on the usersicon.

. The User Profile Properties window opens.
5 Click the Add User button.

. The Add Record To Profile window opens.
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6 Enter thereal name of the new user in the User Name box, then click the Use Defaults
button.

. The Add Record To Profile window updates with the default information for the
New user.

. One of the new items of information in the Add Record to Profile window is the
UNIX login for the new user. Remember what it is set to be.

. The user’s password is set to be the first initial followed by the last name. For
example, if you entered areal name of the new user of Jane Doe then the password
would be set to jdoe.

7 Enter the Office Number, Office Telephone, and Home Telephonein the corresponding
fields.

Click the checkbox(es) for the new user’s Role(s).

Enter the new user’s Group affiliation(s) in the DCE Group field, and the new user’s
Organization into the DCE Organization field.

10 Click the Add & Close button.

. The UNIX and DCE accounts are created, including creation of the home directory
and copying of the appropriate .cshrcfile.

. The Add Record To Profilewindow closes.

11 Review the User Profile Properties window, make sure that the new accountappearsin the
listing.
12 Go to the Profile menu, select Save.
13 Go to the Profile menu, select Distribute.
. The Distribute Profile window opens.

14 1If any subscriber machines arein the Don’t Distribute To These Subscriber s box, select
them and then click the left arrow button.

. These subscriber(s) will moveinto the Distribute To These Subscriber s box.
15 Click the Distribute & Close button.

. The information is distributed to the subscriber (s) listed in the Distribute To These
Subscriber s box.

. The Distribute Profile window closes.
16 Returntothe TME Desktop by closing any other open windows.

. To close the other open windows, go to the Profile menu in each window and select
Close.
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17 Double click on the Administratorsicon.
. The Administrators window opens.

18 Click on the new user’s Roleicon using the right mouse button, select Edit L ogins... from the
resulting menu.

. The Set L ogin Names window opens.
19 Enter the UNI X login of the new user in the Add L ogin Name box, press Return.
20 Click the Change & Close button.
. Thelogin is added to the Role group.
. The Set L ogin Names window closes.
21 If the new user has more than one Role, execute steps 18-20 for each Role,
22 Return to the TME Desktop by closing any other open windows.

. To close the other open windows, go to the Profile menu in each window and select
Close

23 Go to the Desktop menu, select Quit.
24 In the window that opens asking if you really want to quit, click on the Y es button.

. Tivoli exits.
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Table 1 presents the QUICK STEP procedures required to add a user.

Table 1. Add New User - Quick-Step Procedures

Step What to Enter or Select Action to Take

1 tivoli press Return

2 (No entry) double click Admin Policy Region

3 (No entry) double click Admin_profile

4 (No entry) double click users

5 (No entry) click Add User... button

6 name of new user click Use Defaults button

7 Office Number, Office Telephone, Home click checkbox(es) for the new user’s

Telephone

Role(s)

8 Group affiliation(s), Organization click Add & Close button
9 (No entry) review User Profile Properties
window, find the new account in the
listing
10 Profile — Save (No action)
11 Profile — Distribute (No action)
12 any subscribers in the Don’t Distribute To click the left arrow button
These Subscribers box
13 (No entry) click Distribute & Close button
14 Profile - Quit in all windows other than the double click Administrators
TME Desktop
15 (No entry) click on Role using right mouse button
16 Edit Logins... (No action)
17 UNIX login press Return
18 (No entry) click Change & Close button
19 Profile - Quit in all windows other than the (No action)
TME Desktop
20 Desktop - Quit click Yes button

Deleting a User

The Deleting a User process begins when the requester has determined that no useful filesremain
in the user’ s home directory and submits a request to delete the user’ s account to his/her
supervisor. The supervisor approves or denies the request. Once approved, the request is
forwarded to the OPS Super. The OPS Super reviews the request and forwards it to the SA who
deletes the user’ s account. When the user has been deleted, the SA notifies the requester,
supervisor and OPS Super.

Detailed procedures for tasks performed by the SA are provided in the sections that follow.
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The procedures assume that the requester’ s application for deleting a user has already been
approved by DAAC Management and that the SA isaTivoli administrator. In order to perform
the procedure, the SA must have obtained the following information from the requester:

a UNI X login of the user to be deleted
b. Role(s) of the user to be deleted

To delete a user for the requester, execute the procedure steps that follow, these procedures assume
that “source /etc/Tivoli/setup_env.csh” has been executed prior to this command sequence. :

Deete User Procedure

1 Atthe UNIX prompt, typetivoli, press Return.
. Tivoli starts up, and the TM E Desktop window opens.

N

Double click the Admin Policy Region.
. Y ou are now able to delete the account.
3 Doubleclick onthe Admin_profileicon.
. The Admin_profile Profile Manager window opens.
4 Double click on the usersicon.
. The User Profile Properties window opens.
5 Select the UNIX login of the user to be deleted in the listing.
6 Click the Delete Users... button.
. The Delete Home Directory Action window opens.
Click the Delete Home Dir ectory button.

\‘

. The Delete Home Directory Action window closes.

. The UNIX and DCE accounts are removed, and the user’ s home directory is deleted.
8 IntheUser Profile Properties window, go to the Profile menu, select Save.
9 Gotothe Profilemenu, select Distribute.

. The Distribute Profile window opens.

10 If any subscriber machines arein the Don’t Distribute To These Subscriber s box, select
them and then click the left arrow button.

. These subscriber (s) will move into the Distribute To These Subscriber s box.
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11 Click the Distribute & Close button.

. The information is distributed to the subscriber (s) listed in the Distribute To These
Subscriber s box.

. The Distribute Profile window closes.
12 Return to the TME Desktop by closing any other open windows.

. To close the other open windows, go to the Profile menu in each window and select
Close.

13 Double click on the Administratorsicon.
. The Administrator s window opens.

14 Click on the user’ s Role icon using the right mouse button, select Edit L ogin.... from the
resulting menu.

. The Set L ogin Names window opens.
15 Select the UNIX login of the user to be deleted, then click the Remove button.
16 Click the Change & Close button.
. Thelogin isremoved from the Role group.
. The Set L ogin Names window closes.
17 If the user has more than one Role, execute steps 14-16 for each Role.
18 Return to the TM E Desktop by closing any other open windows.

. To close the other open windows, go to the Profile menu in each window and select
Close

19 Go to the Desktop menu, select Quit.
20 Inthe window that opens asking if you really want to quit, click on the Y es button.

. Tivoli exits.
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Table 2 presents a table which presents the QUICK STEP procedure required to delete a user.

Table 2. Delete a User - Quick-Step Procedures

Step What to Enter or Select Action to Take
1 tivoli press Return
2 (No entry) double click Admin Policy Region
3 (No entry) double click Admin_profile
4 (No entry) double click users
5 UNIX login of the user to be deleted click Delete Users... button
6 (No entry) click Delete Home Directory button
7 Profile » Save (No action)
8 Profile - Distribute (No action)
9 any subscribers in the Don’t Distribute To click the left arrow button
These Subscribers box
10 (No entry) click Distribute & Close button
11 Profile - Quit in all windows other than the double click Administrators
TME Desktop
12 (No entry) click on Role using right mouse button
13 Edit Logins... (No action)
14 UNIX login of the user to be deleted click the Remove button
15 (No entry) click Change & Close button
16 Profile - Quit in all windows other than the (No action)
TME Desktop
17 Desktop - Quit click Yes button

Changing a User’s Account Configuration

Account configuration is accomplished through Tivoli system management software. The DAAC
manager must authorize changes to user account.

The Changing a User Account Configuration process begins when the requester submits a request
to the Ops Supervisor detailing what to change about the account configuration and the reason for
the change. The Ops Supervisor reviews the request and forwards it to SA who changes the user's
account configuration. When the changes are complete the SA notifies the requester and Ops
Supervisor.

In order to perform the procedure, the System Administrator must have obtained the following
information from the requester:

* What to change and new settings. Can be any of:

O New Rea User Name

0O New Office Number

O New Office Phone Number
0

New Home Phone Number
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New UNIX Group
New DCE Group

New DEC Organization
New Login Shell
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e Current UNIX Login of the User

Change User Account Configuration Procedure

1

10

11

12

13

14

15

16

At the UNIX prompt, typetivoli, press Return.

* Tivoli starts up, and the TM E Desktop window opens.
Double click the Admin Policy Region.

* You are now able to change the account configuration.
Double click on the Admin_profileicon.

* TheAdmin_profile Profile Manager window opens.
Double click on the user’sicon.

* TheUser Profile Properties window opens.

Select the Current UNIX Login of the User in the listing.
Click the Edit User ... button.

» The Edit Profile Record window opens.

Click the down arrow button next to User Name.

» TheEdit Profile Record window updates with additional information and fields.

If thereisa New Real User Name, delete the text in the User Name field and then type
New Real User Name into the User Namefield.

If thereisaNew Login 1D, delete the text in the L ogin Name field and then type New
Login ID into the Login Namefield.

» Click the down arrow button next to E-Mail. Verify that the e-mail address updated
properly to reflect the New Login ID. If it did not, delete the text in the E-M ail field
and type in the correct new e-mail address.

If there isa New Office Number, delete the text in the Office Number field and then type
New Office Number into the Office Number field.

If thereis a New Office Phone Number, delete the text in the Office Telephone field and
then type New Office Phone Number into the Office Telephone field.

If there isaNew Home Phone Number, delete the text in the Home Telephone field and
then type New Home Phone Number into the Home Telephone field.

If thereisaNew UNIX Group, delete the text in the Primary Group field and then type
New UNI X Group into the Primary Group field.

If thereis aNew DCE Group, delete the text in the DCE Group field and then type New
DCE Group into the DCE Group field.

If thereisaNew DCE Organization, delete the text in the DCE Organization field and
then type New DCE Organization into the DCE Organization field.

Click the down arrow button next to Login Shell.
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» TheEdit Profile Record window updates with additional information and fields.

17 If thereisaNew Login Shell, delete the text in the Login Shell field and then type New
Login Shell into the Login Shell field.

* TheNew Login Shell must be afull path.
18 Click the Set & Close button.

» TheEdit Profile Record window closes.
19 In the User Profile Properties window, go to the Profile menu, select Save.
20 Go to the Profile menu, select Distribute.

» TheDistribute Profile window opens.

21 If any subscribers/machines arein the Don't Distribute To These Subscriber s box,
select them and then click the left arrow button.

» These subscriber(s) will move into the Distribute To These Subscriber s box.
22 Click the Distribute & Close button.

* Theinformation is distributed to the subscriber(s) listed in the Distribute To These
Subscriber s box.

» TheDistribute Profile window closes.
23 Return to the TME Desktop by closing any other open windows.

» To close the other open windows, go to the Profile menu in each window and select
Close.

24 Go to the Desktop menu, select Quit.
25 In the window that opens asking if you really want to quit, click on the Y es button.
* Tivoli exits.

Changing User Access Privileges

The Changing User Access Privileges process begins when the requester submits arequest to
his/her supervisor. The supervisor approves or denies the request. Once approved, the request is
forwarded to the Ops Super. The Ops Super reviews the request and forwards it to the SA who
changes the user’ s access privileges. When the changes are complete the SA notifies the requester,
supervisor and Ops Super.
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In order to perform the procedure, the System Administrator must have obtained the following
information about the requester:

+ Role(s) to which the user is to be added
+ Role(s) from which the user isto be removed

« UNIX login of the user

Change User Access Privileges Procedure

1 At the UNIX prompt, typetivoli, press Return.

* Tivoli starts up, and the TM E Desktop window opens.
2 Double click the Admin Policy Region.

* You arenow ableto change the user’s access privileges.
3 Double click on the Admin_profileicon.

* TheAdmin_profile Profile Manager window opens.
4 Double click on the usersicon.

* TheUser Profile Properties window opens.

Select the UNIX login of the user in the listing.
6 Click the Edit User ... button.

e The Edit Profile Record window opens.
7 Click the down arrow button next to User name.

» TheEdit Profile Record window updates with additional information.

8 Select the Roleg(s) to which the user isto be added, by clicking the checkbox(es) next to
the role name(s).

9 Deselect the Role(s) from which the user isto be removed, by clicking the checkbox(es)
next to the role name(s).

10 Click the Set & Close button.

* Theuser is added to and deleted from the designated Role(s).

» TheEdit Profile Record window closes.
11 In the User Profile Properties window, go to the Profile menu, select Save.
12 Go to the Profile menu, select Distribute.

» TheDistribute Profile window opens.
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13

14

15

16

17

18
19

20

21

22
23

24

25

26

If any subscribers/machines are in the Don't Distribute To These Subscriber s box,
select them and then click the left arrow button.

» These subscriber(s) will move into the Distribute To These Subscriber s box.
Click the Distribute & Close button.

» Theinformation is distributed to the subscriber(s) listed in the Distribute To These
Subscriber s box.

* TheDistribute Profile window closes.
Return to the TME Desktop by closing any other open windows.

» Toclosethe other open windows, go to the Profile menu in each window and select
Close.

Double click on the Administratorsicon.
* The Administrator s window opens.

Click on the Role from which the user isto be removed icon using the right mouse
button, select Edit L ogins... from the resulting menu.

* The Set Login Names window opens.

Select the UNIX login of the user, then click the Remove button.

Click the Change & Close button.

» Theloginisremoved from the Role from which the user is to be removed group.
* The Set L ogin Names window closes.

If the user has more than one Role from which the user isto be removed, execute steps
17-19 for each Role from which the user isto be removed.

Click on the Role to which the user isto be added icon using the right mouse button,
select Edit L ogins... from the resulting menu.

* The Set Login Names window opens.

Enter the UNI X login of the user in the Add L ogin Name box, press Return.
Click the Change & Close button.

» Theloginisadded to the Role to which the user isto be added group.

* The Set L ogin Names window closes.

If the user has more than one Role to which the user isto be added, execute steps 17-19
for each Role to which the user is to be added.

Return to the TME Desktop by closing any other open windows.

» To close the other open windows, go to the Profile menu in each window and select
Close

Go to the Desktop menu, select Quit.
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27 In the window that opens asking if you really want to quit, click on the Y es button.
* Tivoli exits.

Changing a User Password

The Changing a User Password process begins when the requester submits a request to the SA.
The SA verifiesthat the requester iswho s’he claimsto be. Once verified, the SA changesthe
user’s password. When the change is complete the SA notifies the requester.

Detailed procedures for tasks performed by the SA are provided in the sections that follow.

The procedures assume that the requester’ s application for changing a user password has already
been approved by DAAC Management and that the SA isaTivoli administrator. In order to
perform the procedure, the SA must have obtained the following information about the requester:

a UNIX login of the user
b. New password for the user

To change a user password for the requester, execute the procedure steps that follow, these
procedures assume that “ source /etc/Tivoli/setup_env.csh” has been executed prior to this
command sequence. :

Change User Password Procedure

1 Atthe UNIX prompt, typetivoli, press Return.
. Tivoli starts up, and the TM E Desktop window opens.
2 Doubleclick the Admin Policy Region.
. Y ou are now able to delete the account.
3 Doubleclick onthe Admin_profileicon.
. The Admin_profile Profile Manager window opens.
4 Double click on the usersicon.
. The User Profile Properties window opens.
Select the UNI X login of the user in the listing.
Click the Edit User ... button.

. The Edit Profile Record window opens.
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7 Click the down arrow button next to Passwor d.

. The Edit Profile Record window updates with additional information.
8 Typethe New password for the user in the Password field.

. Y ou will not be able to read what you typein thisfield.

. Remember that the New password for the user is case sensitive.
9 Click the Set & Close button.

. The user’ s password is changed.

. The Edit Profile Record window closes.
10 Inthe User Profile Properties window, go to the Profile menu, select Save.
11 Go to the Profile menu, select Distribute.

. The Distribute Profile window opens.

12 If any subscriber machines arein the Don’t Distribute To These Subscriber s box, select
them and then click the left arrow button.

. These subscriber (s) will moveinto the Distribute To These Subscriber s box.
13 Click the Distribute & Close button.

. The information is distributed to the subscriber (s) listed in the Distribute To These
Subscriber s box.

. The Distribute Profile window closes.
14 Return to the TM E Desktop by closing any other open windows.

. To close the other open windows, go to the Profile menu in each window and select
Close.

15 Go to the Desktop menu, select Quit.
16 In the window that opens asking if you really want to quit, click on the Y es button.

. Tivoli exits.

To change a user password using Quick Step procedures, execute the steps provided in the
following table.
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Table 3 presents the QUICK STEP procedure required to change a user password.

Table 3. Change User Password - Quick-Step Procedures

Step What to Enter or Select Action to Take

1 tivoli press Return

2 (No entry) double click Admin Policy Region

3 (No entry) double click Admin_profile

4 (No entry) double click users

5 UNIX login of the user click Edit User... button

6 (No entry) click down arrow button next to

Password

7 New password for the user click the Set & Close button

8 Profile — Save (No action)

9 Profile — Distribute (No action)

10 any subscribers in the Don’t Distribute To These click the left arrow button
Subscribers box

11 (No entry) click Distribute & Close button

12 Profile — Quit in all windows other than the TME (No action)
Desktop

13 Desktop - Quit click Yes button

Checking a File/Directory Access Privilege Status

Checking File/Directory Access Privileges Procedure

1 At aUNIX prompt, type cd Path, press Return.

* ThePath isthefull path up to but not including the file/directory on which access
privilege statusis needed. For example, if the requester wants access privileges status
on directory /home/jdoe, then type cd /home and press Return.

2 From the UNIX prompt, typels-la. The output from the command should appear as
below:

dr wxr wWxr wx 3 nT esni ck trai ning 8192 Jun 14 08: 34 archive

dr wxr - Xr - x 11 nT esni ck traini ng 4096 Jul 03 12:42 daacdat a

ST WA F W T W 1 nT esni ck traini ng 251 Jan 02 1996 gar bage

lrwr--r-- 2 jjones adm n 15237 Apr 30 20:07 j unk

- T WKE - - T W 1 nT esni ck traini ng 5103 Cct 22 1994 trash

» Thefirst column of output isthe file access permission level for the file (see Figure 20

below for a description of file permissions).

* Thenext column to theright is the number of links to other files or directories.

e Thethird columnisthefile owner’ suser ID
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* Thefourth column is the group membership of that owner.

» Thefifth column showsfile size in bytes.

» The sixth column displays the date and time of last modification (if the dateis more
than six months old, the time changes to the year)

* Thelast column displaysthe file name.

Changing a File/Directory Access Privilege

File and directory access privileges are displayed in the first output column of thels -I command
and consists of ten characters, known as bits. Each bit refersto a specific permission. The
permissions are divided into four groupings shown and briefly described in Figure 22:

OWNER GROUP OTHER

permissions permissions permissions

: [dirw x| w X W X

sszlljlr w =Jr w - |r w -
3 E D

sos = W X[|Ir — X W X
T —

—-frw —-|r - - - -

4 r=read Look/copy/print

2 w=writ e Change/save/delete
1 x=execut e Runcommands/
use directory

Figure 22. Access Permissions
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In order to perform the procedure, the System Administrator must have obtained the following
information about the requester:

» full path of the file/directory on which access privileges will be changed.
* new access privilegesto set on the file/directory. Can be any of:

0 New owner

0 New group

O New user/owner privileges (read, write and/or execute)

0 New group privileges (read, write and/or execute)

0 New other privileges (read, write and/or execute)

Changing a File/Directory Access Privilege Procedure

At the UNIX prompt, type su, press Return.

2 At the Passwor d prompt, type RootPassword, press Return.
* Remember that RootPassword is case sensitive.
* You are authenticated as root.

3 Type cd Path, press Return.

* ThePath isthe full path up to but not including the file/directory on which access
privileges will be changed. For example, if the requester wants access privileges
changed on directory /home/jdoe then type cd /home and press Return.

4 If thereisaNew owner then type chown NewOwner FileOrDirectoryName, press
Return.

» TheFileOrDirectoryName is the name of the file/directory on which access privileges
will be changed minusthe path. For example, if the requester wants access privileges
changed on directory /home/jdoe then type chown NewOwner jdoe and press Return.

5 If thereisaNew group then type chgrp NewGroup FileOrDirectoryName, press
Return.

» TheFileOrDirectoryName is the name of the file/directory on which access privileges
will be changed minus the path. For example, if the requester wants access privileges
changed on directory /home/jdoe then type chgr p NewGroup jdoe and press Return.
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6 If there are New user/owner privileges then type chmod u=NewUserPrivileges
FileOrDirectoryName, press Return.

» TheFileOrDirectoryNameisthe name of the file/directory on which access privileges
will be changed minus the path. For example, if the requester wants access privileges
changed on directory /home/jdoe then type chmod u=NewUserPrivileges jdoe, press
Return.

» TheNewUserPrivilegesarer for read, w for write and x for execute. For example, to
give the user/owner read, write and execute privileges, type chmod u=rwx
FileOrDirectoryName and press Return.

7 If there are New group privileges then type chmod g=NewGroupPrivileges
FileOrDirectoryName, press Return.

» TheFileOrDirectoryNameisthe name of the file/directory on which access privileges
will be changed minus the path. For example, if the requester wants access privileges
changed on directory /home/jdoe then type chmod g=NewGroupPrivileges jdoe, press
Return.

» TheNewGroupPrivilegesarer for read, w for write and x for execute. For example,
to give the group read and execute privileges, type chmod g=rx FileOrDirectoryName
and press Return.

8 If there are New other privilegesthen type chmod o=NewOtherPrivileges
FileOrDirectoryName, press Return

» TheFileOrDirectoryNameisthe name of the file/directory on which access privileges
will be changed minus the path. For example, if the requester wants access privileges
changed on directory /home/jdoe then type chmod o=NewOtherPrivileges jdoe, press
Return.

» TheNewOtherPrivileges arer for read, w for write and x for execute. For example, to
give other read privileges, type chmod o=r FileOrDirectoryName and press Return.

9 Type exit, press Return.
* Root islogged out.

Moving a User’s Home Directory

The Moving aUser's Home Directory process begins when the requester submits arequest to the
Ops Supervisor. The Ops Supervisor approves or denies the request. Once approved, the request
is forwarded to the SA who moves the user’s home directory. When the changes are complete the
SA notifies the requester and Ops Supervisor.
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Moving Home Directory Procedure

1

10

11
12

At the UNIX prompt, typetivoli, press Return.
» Tivali starts up, and the TM E Desktop window opens.
Double click the Admin Policy Region (Figure 23).

* You are now able to move the home directory.

Admin

Figure 23. Admin Policy Region Icon

Double click on the Admin_profileicon.

*  The Admin_profile Profile Manager window opens.

Double click on the usersicon.

* TheUser Profile Properties window opens.

Select the UNIX login of the user in thelisting.

Click the Edit User ... button.

» TheEdit Profile Record window opens.

Click the down arrow button next to Home Directory.

» TheEdit Profile Record window updates with additional information.

When prompted with If changing user’s home directory:, choose M ove contents of old
home directory to new one by clicking this radio button.

Type New location for home directory in the Home Directory Path field.
* TheNew location for home directory must be afull path.
Click the Set & Close button.

* Theuser’shome directory is moved.

» TheEdit Profile Record window closes.

In the User Profile Properties window, go to the Profile menu, select Save.
Go to the Profile menu, select Distribute.

» TheDistribute Profile window opens.
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13

14

15

16
17

If any subscriber machines arein the Don’t Distribute To These Subscriber s box,
select them and then click the left arrow button.

* These subscriber(s) will moveinto the Distribute To These Subscriber s box.
Click the Distribute & Close button.

* Theinformation is distributed to the subscriber (s) listed in the Distribute To These
Subscriber s box.

 TheDistribute Profile window closes.

Return to the TM E Desktop by closing any other open windows.

» To close the other open windows, go to the Profile menu in each window and select
Close.

Go to the Desktop menu, select Quit.
In the window that opens asking if you really want to quit, click on the Y es button.
* Tivoli exits.
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New Workstation Installation

Installing a new workstation has three stages. Each stage has several sub-tasks that must be
performed in a prescribed order. These stepsinclude:

1 Preparation
* Preparing the hardware
» Configuring the network
2 Installation
* Ingtaling the hardware
» Ingtaling the operating system(s)
* Ingtaling the custom software
* Installing the COTS software
3 Tegting and Verification
* Rebooting the workstation
» Logging onto the workstation

DRAFT 37
625-DR-004-001

Figure 24. Workstation Installation Steps
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Preparation

Hardware Preparation

The Hardware Preparation process begins when the requester submits a request to the System
Administrator. The System Administrator then determinesif the requested hardware is on hand or
must be ordered. Once the hardware is available along with al the necessary attachments, the
System Administrator will schedule the installation.

The System Administrator must obtain the following information from the requester:
+ type of hardware desired (HP, Sun, SGI or NCD).
+ location of installation.

[ Refer to Section 3.3 of the Release B Installation Plan (800-TP-0xx-00x) for detailed instruction
on how to install hardware.]

Network Configuration

In anutshell, all network configuration entails is giving the hardware device a name in accordance
with the DAAC standard, and forwarding that information to the Network Administrator for
assignment of an IP address and its addition to the network domain name service (DNS).

Network Configuration Procedure

1 Determine the name of the hardware.

» For example, if the hardware isaNCD, the name will be ncd# where# is sequential
from the inventory list. If the hardware isa Sun, the name may be personalized (i.e.,
fred).

* NOTE: If the hardwareisaNCD, the SA needs to determine the name of the NCD
Login Host. The NCD Login Host will be the name of the X-server this NCD will
use.

2 Submit arequest to the Network Administrator for the IP address and the DNS entry.
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Installation

Hardware
The actual installation of the hardware involves the logical steps of:
« removing the hardware from its packaging

« placing the hardware in the location prescribed in the Release A Installation Plan (800-
TP-005-001)

«  connecting the appropriate cables and wires

When these steps are completed in accordance with the procedures in the Release A Installation
Plan (800-TP-005-001), the item(s) must be reported to inventory.

Reporting to Inventory Procedure

1 L ocate the Inventory Control Number on each hardware component and record them. The
Inventory Control Number is on asmall bright sticker on the front of each hardware
component.

2 Submit the Inventory Control Numbers and location of the machine to the Inventory
Controller.

Operating System Installation

NOTE: Throughout this section, reference is made to a download disk. A download diskisa
removable disk drive that is connected to the hardwar e device onto which softwareisto be
installed.

Solaris 2.4 Operating System Installation

Solaris 2.4 isalso known as Sun OS 2.4. The Solaris 2.4 Operating System Installation process
begins when the installation of hardware procedures have been completed.

This section explains how to install the Solaris 2.4 operating system, including network
configuration and patch installation. If you would like alisting of the patches installed, please see
document number 420-TD-012-001 Release A Sun Solaris Operating System Patch List.

73 625-CD-004-001



Solaris 2.4 Operating System Installation Procedure

10
11

12
13
14
15

Get the download disk.

Check that it is set to be target 2.

» Thetarget number isfound on the bottom of the disk.

* You can change the target number by hitting the buttons above and below it.
Plug the download disk into the Sun

Power on the download disk.

» Facing the front of the disk, the power switch is found on the back to the left of the
disk.

Power on the monitor; power on the Sun.
* When facing the front of the Sun, the power switch islocated on the back right.
At the > prompt, type probe-scsi, then press Return.

* Veify that target 2 exists by finding it in the listing that appears. It will appear as
SCSI Disk: scsi(0)disk(2).

Type boot disk2 -swr, then press Return.
*  The Sun boots up.

» sisfor singleuser; wisfor writeable, and r isfor reconfigure (required because you
added adrive).

Type RootPassword, press Return.

* RootPassword is the root password for the download disk.

* Remember that the RootPassword is case sensitive.

* You are authenticated as root and returned to a UNIX prompt.
Type /download/setup, press Return.

» Status messages will be displayed.

When prompted for the Sun’s name, type SunsName, press Return.
When prompted for the Sun’s IP address, type Sunsl P, press Return.
* The Sun’s network and hosthame are configured.

When you are returned to a UNIX prompt, type /etc/halt, press Return.
At the > prompt, power off the download disk.

Disconnect the download disk from the Sun.

At the > prompt, type boot -r, press Return.

* The Sun boots up.
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» risfor reconfigure (required because you removed adrive).
16 At thelogin: prompt, typeroot, press Return.
17 Type RootPassword, press Return.

* RootPassword is the root password for the download disk. (The Sun uses the
download disk’s root password until anew oneis set.)

* Remember that the RootPassword is case sensitive.
* You are authenticated as root and returned the UNIX prompt.
18 Type passwd root, press Return.
19 At the New password: prompt, type RootPassword, press Return.
* RootPassword is the root password for the Sun.
* Remember that the RootPassword is case sensitive.
20 At the Re-enter new password: prompt, type RootPassword, press Return.
* RootPassword isthe root password for the Sun.
» Thisstep confirms that the root password has been entered correctly.
* Remember that the RootPassword is case sensitive.

» Theroot password for this Sun is set. Inform all authorized personnel of
RootPassword.

21 Type exit, press Return.
* Root islogged out of the SGI.

22 Inform the backup administrator of the new machine.

HP-UX 9.05 Operating System Installation

This section explains how to install the HP-UX 9.05 operating system, including network
configuration and patch installation.
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HP-UX 9.05 Operating System Installation Procedure

1 Get the download disk.
2 Check that it is set to be target 2.
* Thetarget number isfound on the back of the disk.
* You can change the target number by hitting the buttons above and below it.
3 Plug the download disk into the HP.
Power on the download disk.
» The power switch islocated on the back of the drive.
5 Power on the monitor, power on the HP.
* The power switch islocated on the right side of the HP, towards the front.
* The HP starts booting up.

6 At the Selecting a system to boot. To stop selection process press and hold the
ESCAPE key message, press and hold Escape.

* You have 10 seconds to press Escape before the boot process proceeds.
» The boot process will stop and a menu of boot commands will appear.
7 Select boot scsi.2.0 by typing b DeviceSelectionForscs.2.0 idl, press Return.

» For example, if the Device Selection for scsi.2.0 in the menu is P1 then type b P1idl
and then press Return.

» id will cause the HP to boot in interactive mode.
8 At the | SL> prompt, type hpux -is boot disk(scsi.2;0)/hp-ux, press Return.
* -iscausesthe HP to boot in single user mode.
* You will bereturned to the UNIX prompt.
9 Type /download/setup, press Return.
e Status messages will be displayed.
10 When prompted for the HP' s name, type HPsSName, press Return.
11 When prompted for the HP' s | P address, type HPsI P, press Return.
* TheHP s network and hostname are configured.
12 When you are returned to a UNIX prompt, type /etc/shutdown -h -y now, press Return.
» The HP shuts down and comes to a halt.
13 Once the HP has halted, power off the download disk, power off the monitor.
14 Power off the HP.
15 Disconnect the download disk from the HP.
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16 Power on the monitor.
17 Power on the HP.
* The HP starts booting up.

18 At the Selecting a system to boot. To stop selection process press and hold the
ESCAPE key message, press and hold Escape.

* You have 10 seconds to press Escape before the boot process proceeds.
»  Theboot process will stop and a menu of boot commands will appear.
19 Select boot scsi.6.0 by typing b DeviceSelectionForscsi.6.0, press Return.

* For example, if the Device Selection for scsi.6.0 in the menu is P1 then type b P1 and
press Return.

20 At thelogin: prompt, typeroot, press Return.
21 Type RootPassword, press Return.

* RootPassword is the root password for the download disk. (The HP uses the
download disk’ s root password until anew oneis set.)

* Remember that the RootPassword is case sensitive.
* You are authenticated as root and returned the UNIX prompt.
22 Type passwd root, press Return.
23 At the New password: prompt, type RootPassword, press Return.
* RootPassword isthe root password for the HP.
* Remember that the RootPassword is case sensitive.
24 At the Re-enter new password: prompt, type RootPassword, press Return.
* RootPassword isthe root password for the HP.
* Thisstep confirms that the root password has been entered correctly.
* Remember that the RootPassword is case sensitive.

» Theroot password for thisHP is set. Inform all authorized personnel of
RootPassword.

25 Type exit, press Return.
* Root islogged out of the HP.
26 Inform the backup administrator of the new machine.

IRIX 5.3 and 6.2 Operating Systems Installation

This section explains how to install the IRIX 5.3 and 6.2 operating systems, including network
configuration and patch installation.
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IRIX 5.3 and 6.2 Operating Systems I nstallation Procedure

10

11
12

Get the download disk.

Check that it is set to be target 2.

» Thetarget number isfound on the bottom of the disk.

* You can change the target number by hitting the buttons above and below it.
Plug the download disk into the SGI.

Power on the download disk.

» The power switch islocated on the back of the drive.

Power on the monitor; power on the SGI.

* The power switch islocated on the front of the SGI, towards the | eft.

At the Starting up the system... message, click the Stop for M aintenance button.

* You haveonly afew secondsto click the Stop for Maintenance button before the
boot process proceeds.

* Theboot process will stop and a System M aintenance menu will appear.
Select 5 Enter Command Monitor.

* Youwill bereturned to the Command Monitor prompt which is >>.

At the >> prompt, type hinv, press Return.

* Veify that target 2 exists by finding it in the listing that appears. 1t will appear as
SCSI Disk: scsi(0)disk(2).

Type boot -f dksc(0,2,0)sash, press Return.

» The SGI boots from the download disk into the stand a one shell.

* Youwill bereturned to aUNIX prompt.

Type /download/setup, press Return.

»  Status messages will be displayed.

When prompted for the SGI’ s name, type SGI sName, press Return.
When prompted for the SGI’ s IP address, type SGI sl P, press Return.
* The SGI’s network and hostname are configured.
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13 When you are returned to a UNIX prompt, type /etc/shutdown -y -g0, press Return.
* The SGI shuts down.

* Youwill bereturned to a>> prompt, a System M aintenance menu or a message
saying that this system can be power ed off.

14 Power off the download disk, power off the monitor.
15 Power off the SGI.
16 Disconnect the download disk from the SGI.
17 Power on the monitor.
18 Power on the SGI.
* The SGI starts booting up.
19 At thelogin: prompt, typeroot, press Return.
20 Type RootPassword, press Return.

* RootPassword is the root password for the download disk. (The SGI usesthe
download disk’s root password until anew oneis set.)

* Remember that the RootPassword is case sensitive.
* You are authenticated as root and returned the UNIX prompt.
21 Type passwd root, press Return.
22 At the New password: prompt, type RootPassword, press Return.
* RootPassword is the root password for the SGI.
* Remember that the RootPassword is case sensitive.
23 At the Re-enter new password: prompt, type RootPassword, press Return.
* RootPassword is the root password for the SGI.
» Thisstep confirms that the root password has been entered correctly.
* Remember that the RootPassword is case sensitive.

» Theroot password for this SGI is set. Inform all authorized personnel of
RootPassword.

24 Type exit, press Return.
* Root islogged out of the SGI.
25 Inform the backup administrator of the new machine.

NCD Operating System Installation

This section explains how to configure the NCD, including putting the necessary start-up filesin
place on the server.
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NCD Operating System Installation Procedure

1

10

Turn on the NCD and monitor. The monitor power button is on the lower front of the
monitor. The NCD power switch is on the back, on the right.

* Themessage Boot Monitor Vx.x.x will appear.

Press the Escape key twice.

* You have only afew seconds to press the Escape key.

* The boot process stops and a boot monitor prompt, >, appears.

» If you do not see a> prompt then press the Escape key afew more times.
Press the Setup key.

*  TheMain menu will appear.

Go to the Keyboar d menu by pressing the Right Arrow key.

* TheKeyboard menu appears.

Select N-101 by pressing the Down Arrow key.

* You may need to press the Down Arrow key afew times before N-101 is selected.
Go to the Monitor menu by pressing the Right Arrow key.

» TheKeyboard menu disappears.

* TheMonitor Resolution menu appears.

Select 1600x1200 65 Hz by pressing the Down Arrow key.

* You may need to press the Down Arrow key afew times before 1600x1200 65 Hz is
selected.

Pressthe Shift and T keys.
* Thistests the new monitor resolution setting.

Use the + and - keys on the front of the monitor under the ADJUST label to adjust the
screen.

Press the STORE key on the front of the monitor.
* Themonitor stores the screen adjustments.
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11

12

13

14
15

16

17
18

19

Press the Escape key.

» The monitor resolution test ends.

* You arereturned to the Main menu.

Go to the Networ k menu by pressing the Right Arrow key twice.

* TheMonitor Resolution menu disappears.

* The Network menu appears.

Select NVRAM for the Get 1P Addresses From option.

* You can use the Space Bar to move between the available options.
Pressthe Down Arrow key.

Type the NCDI Paddress for the Terminal | P Address option, press the Down Arrow
key.
» TheNCDIPaddressisin dotted decimal notation, for example, 155.157.21.34.

Type the StartupFileServer| Paddress for the First Boot Host | P Address option, press
the Down Arrow key.

* The StartupFileServerl Paddressisin dotted decimal notation, for example,
155.157.44.22.

* The StartupFileServer isthe machine where the NCD startup files are stored.
Press the Down Arrow key twice.

Type the NCDGatewayl Paddress for the Gateway | P addr ess option, press the Down
Arrow key.

* TheNCDGatewayl Paddressisin dotted decimal notation, for example,
155.157.44.22.

» The NCDGatewayl Paddress is the same as the NCDI Paddress except the last
number/octet is 1. For example, if the NCDIPaddressis 155.157.21.34, the
NCDGatewayl Paddressis 155.157.21.1.

Pressthe Down Arrow key, type the Broadcastl Paddress for the Broadcast | P Address
option.

* TheBroadcastl Paddressisin dotted decimal notation, for example, 155.157.44.22.

* The Broadcastl Paddress is the same as the NCDI Paddress except the last
number/octet is 255. For example, if the NCDIPaddressis 155.157.21.34, the
Broadcastl Paddressis 155.157.21.255.
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20

21
22

23

24
25
26
27

28

29

30

31

32

33

35

Pressthe Right Arrow key.

e The Network menu disappears.

* TheBoot menu appears.

Type Xncdhmx_sfor the Boot File option, pressthe Down Arrow key.

Pressthe Down Arrow key, type /data/ncd/ for the NFS Boot Directory option, press
the Down Arrow key.

Pressthe Down Arrow key, type /usr/lib/X11/ncd/configs/ for the UNIX Config
Directory option, pressthe Down Arrow key.

Pressthe Down Arrow key, pressthed key. The TFTP Order option is set to Disabled.
Pressthe Down Arrow key, pressthe 1 key. The NFS Order optionisset to 1.
Pressthe Down Arrow key, pressthed key. The MOP Order option is set to Disabled.

Pressthe Down Arrow key, pressthed key. The LOCAL Order optionisset to
Disabled.

Pressthe Right Arrow key.

* TheBoot menu disappears.

» TheDonemenu appears. Reboot is selected.
Pressthe Return key.

* The NCD reboots.

»  Status messages appear.

Log into the StartupFileServer by typing: telnet StartupFileServer or rsh
StartupFileServer at a UNIX prompt, then press Return.

If aLogin: prompt appears, log in as yourself by typing: YourUserlD, then press
Return. A password prompt is displayed.

Enter YourPassword, then press Return.

» Remember that YourPassword is case sensitive.

* You are authenticated as yourself and returned to the UNIX prompt.
Log in asroot by typing: su, then press Return.

* A password prompt is displayed.

Enter the RootPassword, then press Return. Remember that the RootPassword is case
sensitive. Y ou are authenticated as root and returned to the UNIX prompt.

Type cd /usr/lib/X11/ncd/configs, press Return.
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36 Type /i, press Return.

e iisascript which buildsaNCD startup file.

37 Type the last two numbers/octets of the NCDI Paddress when the script prompts you for
the | P address, press Return. For example, if the NCDI Paddress is 155.157.21.34 then
type 21.34 and then press Return.

38 Type the NCDL oginHost when the script prompts you for the L ogin Host, press Return.
* TheNCDLoginHost isthe name of one of the X-servers.

39 When the script prompts you for the NCD Number, type the NCDname minus the “ ncd’
part. For example, if the NCDname is ncd2 then the NCD Number is 2.
» Some status messages appear telling you what the script is doing.
* The script exits.

40 Type exit, then press Return.
* Root islogged out

41 Type exit again, then press Return.

* You arelogged out and disconnected from the StartupFileServer.

Software

Custom

This procedure describes the steps that are executed to perform a software upgrade on an ECS
Host. The personnel involved are the Sustaining Engineer, Resource Manager, Production
Monitor, and Host Operator.

This procedure assumes that following actions have already been taken:

. The upgrade has been previoudy scheduled and noted int he resource plan.

. The software upgrade package was obtained by FTP (File Transfer Protocol) and
tar tapes including any associated install script/makefileisin ClearCase at the Site.

. The detailed steps for installation have been provided in the VDD accompanying
the software package.

. The reconfiguration to minimize impact to existing operational resources has been
defined.
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Custom Softwar e I nstallation Procedur e

1

N o o1 b

10

11

12
13

14

Resource Manager composes an information message to the affected operators stating that
the affected resources will be taken down as scheduled.

Resource Manager asks the Production Monitor to verify that the production has completed
on the resource as planned.

Production Monitor checks current load on target resources and produces a display of the
current jobs running on the requested production resources.

Production Monitor informs Resource Manager that production jobs are complete.
Resource Manager shuts down any processes still running on the impacted host(s).
Resource Manager begins shut down procedures to take host off-line.

Resource Manager, operators, and Sustaining Engineer receive a message from HP
OpenView indicating that the desired host has gone off-line.

Resource Manager notifies Sustaining Engineer that the host is available for upgrade.

Sustaining Engineer uses the developers' install script stored in Software Change Manager
(ClearCase).

Sustaining Engineer verifiesthat al of the paths and directory structures have been created
and are correct.

Sustaining Engineer runs al of the diagnostic tests to verify that the new upgradeis
operating as expected.

Sustaining Engineer informs Resource Manager that the upgrade is completed.

Resource Manager acknowledges the message from Sustaining Engineer and initiates host
start-up commands.

Resource Manager, OP, and Sustaining Engineer receive message from HPOV that the
host is back on-line.

COTS

The COTS Software Installation process begins after the SA has completed Section 3.5.2.3.1
Custom Software Installation. After the COTS software installation is complete, the SA proceeds
to procedure 3.5.3 Testing and Verification.

COTS Softwar e Installation Procedure

1

Refer to the Release A Hardware and Software M apping Baseline (attached at the end of
this document) for your site.

For LaRC, refer to document number 420-TD-007-001.
For SMC, refer to document number 420-TD-008-001.
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For GSFC, refer to document number 420-TD-006-001.

5 In the Release A Hardware and Software Mapping Baseline for your site, look up which
COTS packages need to be installed on the new workstation using the Subsystem and
hardware type (the Target Oper ating System column in the document) of the new
machine.

Testing and Verification

Reboot

Rebooting each system following the installation of the operating systemis required so that all
operating parameters and variables are properly set. Note that there are two reboot procedures that
follow, one for SGI, HP and Sun computers, the other for NCD computers.

Reboot Procedure for SGI, HP and Sun Computers

1 At the UNIX prompt for the workstation, type su, press Return.

2 At the Password prompt, type RootPassword, press Return. Remember that
RootPassword is case sensitive. Y ou are authenticated as root.

3 Typewho, press Return. A list of users currently logged into the workstation appears.
If users other than root and you are logged in:
o typewall,

* pressReturn,

* typeThesystem isgoing down in 5 minutesfor Reason. Please save your work
and log off. We apologizefor the inconvenience,,

e pressReturn,

press Control-D,

wait 5 minutes before proceeding to step 5.

5 Type/etc/reboot, then press Return. The workstation reboots. Watch the status
messages that appear for any errors. If you are returned to a L ogin prompt and saw no
errors during the reboot, the reboot was successful. If the reboot was unsuccessful, use the
error messages and system logs to figure out what isincorrect in the workstation
installation. The system logs are: /var/adm/messages for Solaris 2.4/5.4,

/var/adm/SY SL OG for IRIX 5.3 and 6.2, and /usr/adm/syslog and rc.log for HP-UX
9.05.
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Reboot Procedurefor NCD Computers

1 Pressthe Setup key. The NCD User Services. Consolewindow will appear.

2 Go to the Console menu, select Reboot. The Reboot window opens asking if it isOK to
reboot theterminal.

Click the OK button. The NCD reboots. Watch the status messages that appear.
Once the NCD successfully reboots, alogin screen appears.

5 If the NCD does not successfully reboot then use the information in the status messages to
determine what went wrong in procedure 3.5.2.2.4 NCD Operating System Installation.

Logging In

Now that the hardware and software have been installed, it is time to log onto the workstation to
assure that the user authentication system is operating properly.

Logging In Procedure

1 At the L ogin prompt for the workstation, type YourUser| D, press Return.

2 At the Password prompt, type YourPassword, press Return.
* Remember that YourPassword is case sensitive.
* Youarelogged in and authenticated as yourself.
* Youarereturned to a UNIX prompt.

» If you arenot logged in and returned to a UNIX prompt, logging in was unsuccessful.
Follow these steps.

Execute this procedure one more time.

If logging inis unsuccessful again, there is a problem with the workstation installation.
Continueto step b.

Typeroot at the Login prompt, press Return.
Type RootPassword at the Password prompt, press Return.

Remember that RootPassword is case sensitive.
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Y ou are authenticated as root and returned to a UNIX prompt.

Check that automount is running by typing ps-ef | grep auto or ps-aux | grep
auto, press Return.

If automount is running then you will see output similar to this:

yourlD 10173 0.2 0.4 648 408 pts/38 S 15:35:51 0:00 grep auto
root 140 0.0 0.8 1796 1004 *? SJun 25  2:40 /usr/lib/autofs/automountd -D
ARCH=sun5

If automount is not running then run it by typing:
lusr/lib/autofs/automountd -D ARCH=sun5 for Solaris 2.4/5.4,
/usr /etc/automount -D ARCH=sgi for IRIX 5.3 and 6.2,
lusr/etc/automount -D ARCH=hp for HP-UX 9.05,

press Return.

Try logging in again by typing su - YourUser| D, press Return, typeYourPassword,
press Return. Typewhoami and press Return to confirm that you successfully
logged in as yourself and type cd, press Retur n, type pwd, press Return to confirm
that you are in your home directory. If these commands return YourUser| D and your
home directory, you have successfully logged in. If you have not successfully logged
in, proceed to step e.

The workstation probably did not successfully bind to aNIS server. Verify that
the NIS server is up and on the network. Onceit is, execute procedure 3.5.3.1 Reboot
and then execute this procedure again.

Test Environment

The Test Environment procedure is performed to assure that the workstation is operating and is
connected to the NIS.

Test Environment Procedure

1

At the UNIX prompt, type ps -ef | more or ps-aux | more. A screen full of information
about the currently running processesis displayed.

Look for the processes associated with the custom and COT S software which you installed
in the processlisting. To move to the next page full of information, press the Space bar.

If aprocessis missing in the listing, go back to the installation of that software package to
determine what went wrong.

Type cd ~/YourUserID, press Return.
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Type pwd, press Return, use the output to verify that you are in your home directory.
This verifies that automount is running and working correctly for the NIS map auto.home.
Y ou may follow steps similar to steps 3 and 4 for the other NIS maps. This also verifies
that the new workstation was able to contact a NIS server.
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Contractor Off-the-Shelf (COTS) Administration

What is COTS?

The ECS organization provides maintenance and operations for ECS hardware, software, and
firmware systems delivered under the ECS contract at the ECS sites. Commercia off-the-shelf
software (SW), firmware, and hardware will be maintained in accordance with the COTS
Maintenance Plan, CDRL 613-CD-001-001. The Project maintenance philosophy for softwareis
to provide ECS centralized support for developed items and vendor-directed support for COTS
SW.

Installation

ECS Project software consists of COTS, custom, and science software
SW maintenance includes:

e COTS support contract with the SW vendor for license to use, telephone assistance in
resolving COTS software problems, obtaining patches and obtaining upgrades.

* Resources, including equipment, software tools and personnel to maintain ECS in
accordance with specified functional, performance, and availability requirements.

* Services required to produce, deliver, integrate, install, test, validate and document
corrections and modifications of existing ECS software and firmware. The maintenance
activity includes. software configuration management (CM) including support for change
control, configuration status accounting, audit activities, and software quality assurance
(QA). Each dite is the CM authority over its own resources subject to ESDIS delegation
of roles for ECS management.

Log files

Log files shall be maintained documenting all COTS installations and modifications. Thesefiles
delineste manufacturer, product, installation date, modification date and all other pertinent
configuration data available.

COTS configuration

The COTS software upgrades are subject to CCB approva before they may be loaded on any
platform. The ECS SEO notifies the CCB of the upgrade that has been received. The ECS
Property Administrator distributes the COTS software upgrade as directed by the CCB. The site
Software Maintenance Engineer, Network Administrator, and the System Administrator are
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responsible for upgrading the software on the host machine and providing follow-up information
to the Configuration Management Administrator (CMA) and the ECS Property Administrator.
The site Loca Maintenance Coordinator will notify the appropriate personnel (Release Installation
Team, System Administrator, Network Administrator, Software Maintenance Engineer) when the
COTS softwareis received and approved by the CCB for installation.

COTS software patches may be provided by the COTS software vendor in response to aDAAC’s
call requesting assistance in resolving a COTS software problem. The problem may or may not
exist at other locations. When a COTS software patch is received directly from a COTS software
vendor (this includes downloading the patch from an on-line source), the DAAC’s CCB will be
informed via CCR prepared by the requesting Operator, System Administrator, Network
Administrator, or site Software Maintenance Engineer. It isthe responsibility of the Operator,
System Administrator, Network Administrator, or site Software Maintenance Engineer to notify
the CCB of the patch’ s receipt, purpose, and installation status and to comply with the CCB
decisions. The Operator, System Administrator, Network Administrator, or site Software
Maintenance Engineer installs COTS software patches as directed by the CCB.

In addition to providing patches to resolve problems at a particular site, the software vendor will
periodically provide changesto COTS software to improve the product; these changes are issued
as part of the software maintenance contract. Upgrades are issued to licensees of the basic
software package. Therefore, the COTS software upgrades will be shipped to the ECS Property
Administrator, who receives and enters them into inventory.
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Distributed Computing Environment (DCE)

What is DCE?

Distributed Computing Environment is alarge software program that aids in smplifying routine
tasks and makes maintaining large computing environments easier for administrators and end
USErs.

DCE provides users with a shared system for running their computer applications regardless of
the number, type, size, or location of their computers. When properly configured, users do not
need to have a special account on each and every system in order to do their work. They don’t
have to log into different systemsto perform tasks or accessfiles. They don't have to use e-mall
to transfer files across systems.

Figure 25 depicts the interrelationship of the various DCE components.

DCE relies on an operating system and the transport services of anetwork. Threadsis build on
(or may actually be part of) that operating system, while the Remote Procedure Call (RPC) relies
on Threads, an operating system, and atransport service. Built on top of RPC are most of the
other DCE services. Distributed Time Service, Cell Directory Service, and Distributed File
Service. Security is shown aong the side of the diagram becauseit is a pervasive service that aso
relieson RPC. Diskless support, relies on some DCE services and adds a few of its own.
Applications that use DCE can take advantage of some or al of its services, and are shown at the
very top of the picture.

DCE also relies on the notion of clients and servers. Under this notion, servers provide servicesto
clients that request those services. Because of the relative nature of client and server rolesina
DCE environment, a single machine may support processes that are both clients and servers, and a
single process at times may itself act as both aclient and a server.
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Figure 25. Interrelationship of DCE Components

DCE Terminology

Cell

The cell isthe basic unit of operation and administration in DCE. It isagroup of systems and
resources that typically have acommon purpose or share most their communications with each
other. A cell usually consists of nodes in a common geographic area (LAN) but may extend
beyond the immediate vicinity (WAN). For example, each department in alarge organization may
be configured as a DCE cell. Consideration must be given to connectivity issues such as speed of
transmission (slower over WANS); local administration policies, rules and regulations; and
configuration changes.

Each cell is considered to be a single domain for DCE naming and security and al DCE cellsare
organized into a contiguous namespace, making it easy for clientsin one cell to locate and use the
services provided in another cell. Each cell must be able to operate independently and thus must
supply the essential DCE services, running on one or more server systems, for the DCE clientsin
the cell.

Each cell must have a Security server and one or more Cell Directory Service servers. Figure 26
shows the topology of a sample DCE cell.
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Figure 26. Sample DCE Cell.

Threads

A thread isasingle sequential flow of control within a process. It isthe active execution of a
designated routine, including any nested routine invocations. Within asingle thread, thereisa
single point of execution. With threads, a single process can contain multiple simultaneous flows
of execution. Thus, different parts of an application can execute in parallel simultaneoudly.
Although the same thing can be done through multiprocessing, threads do not have the same
amount of system overhead as processes and can help to improve application performance.

Remote Procedure Call (RPC)

Remote Procedure Call is a method of implementing communications between the client and the
server of an application. Specifically, aremote procedure is one that runs not on the computer
from whereit is called, but on another computer on the network. RPCs provide a mechanism for
distributing processing across a network of computers in away that masks much of the underlying
network complexity.
DCE Directory Service
The DCE Directory Service consists of three components:

» TheDCE Cédl Directory Service (CDS)

* The DCE Global Directory Service (GDS)

» The DCE Global Directory Agent (GDA)
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The Cell Directory Service (CDS) stores names and attributes of resources |ocated in a DCE cell.
It is optimized for local access since most directory service queries are for information about
resources within the same cell as the originator of the query. CDSisreplicated, an important
feature of alocal directory service since the information must be readily available at all times.
There must be at least on CDS server in each DCE cell.

The CDS allows objects to be identified by human-readable names and maps those names to the
appropriate computer- or network-oriented ID. It aso provides |ocation-independence by
separating the location of an object from the object itself. Thus, it allows applications and services
to easily access an object by using the directory service as alocator.

The Global Directory Service (GDS) isadistributed, replicated directory service based on the
CCITT X.500/ISO 9594 international standard. It is used when looking up a name outside of the
local DCE cdll including the worldwide X.500 directory service. Therefore, it acts as ahigh-level
connector and allows independent cells to interact with one another. DCE also supports the use of
the Internet Domain Name Service (DNS).

The Global Directory Agent (GDA) isthe intermediary between a cell’s CDS and the rest of the
world. It takes aname that cannot be found in the local cell and finds the foreign cell in which the
name resides, using GDS or DNS depending on where the foreign cell is registered.

Cell Namespace

The cell namespace is ahierarchical naming convention that is used across the entire distributed
environment to provide consistent naming for all distributed objects. DCE supports two kinds of
names. global names and local (cell-relative) names. A DCE cell must be named, or registered, in
the global namespace to be accessible in the global naming environment. The DCE cell must be
named either in GDS or DNSwhen it is created, but the cell cannot be named in both global
namespaces, the cell has exactly one name.

Global names (Figure 27) are universally meaningful and usable from anywhere in the DCE
environment. A global name can refer to an object within acell (CDS) or an object outside the cell
(GDS). Theprefix /... indicates that a name starts at the global root.
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Figure 27. Global Namespace Naming Conventions

L ocal names (Figure 28) are meaningful and usable only within the cell where that entry exists.
Aswith UNIX file system names, alocal, or relative, nameis a shortened form of the global name
and isamore convenient way to refer to sourceswithin cells. The prefix /.: indicates that a name
islocdl, i.e, that it begins at the root of the current cell.

| Cell Root (/.7) |
subsys hosts
Security : ' DFs Namespace i Subsystems i Hosts :
Namespace . .
. Files and : Binding i Entries for all of |
Information i directories , information for _ the machines in i
about cell's | i maintained in i DCE servers and this cell.
users. i this cell by other oo
DFS. application-  :
" specific servers.
e

Figure 28. Local Namespace Naming Conventions

GDS Naming Convention is a consistent string of hierarchical elements called Relative
Distinguished Names (RDNs). Each name consists of an attribute type and an attribute value
separated by an equal sign (=). Each level of attribute is further separated by adash (/).

DNS Naming Convention uses adifferent string of hierarchical elements separated by a dot.
Thisisthe convention with which most Internet users are familiar and is generally read in reverse
order from the lowest portion of the hierarchy to the top (e.g., edc.ecs.nasa.gov).
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Distributed Time Service (DTS)

Distributed Time Service synchronizes host clocks on LANs and WANSs. Thisisimportant
because applications require correct and synchronized time for such functions as:

» Event scheduling — applications read the system clock and add arelative timeto
determine the occurrence of afuture event.

» Event sequencing — applications determine the order of events by reading the event
report timestamps derived from the system clock.

» Event measurement — applications read the system clock at event start and stop to
measure elapsed time.

» Event reporting — applications read the system clock when an event occurs and append
atimestamp to the event report or system log.

Clock speeds tend to vary from computer system to computer system. If each system clock in a
network started at the same time and ran at the same rate, the clocks would remain synchronized.
Because each system clock drifts at adifferent rate, however, the clocks of systemsin a distributed
environment tend to become desynchronized. The difference between any two clock readingsis
called skew. When the accumulated skew reaches a configured threshold, DTS kicks in to update
the clocks within the cell. Although all clocks within a cell are synchronized to Coordinated
Universal Time (UTC), the actual time on each machine within the cell may still vary. Aslong as
the clocks remain within arange of acceptable values of the UTC time, synchronization is assumed
to have been performed.

Synchronization in systems with more than one Time Server functions in a collaborative manner.
The Time Clerk queries each of the Time Serversfor the correct time, calculates the probable
correct time and its inaccuracy based on the answersit receives, and adjuststhe local system'’s
time. The adjustment may be made abruptly or it may be an incrementally. For example, if the
inaccuracy isonly 1 or 2 milliseconds, the change may be made immediately. However, if the
skew islarger, say 10 or more milliseconds, then the Clerk increases the clock tick so that the time
catches up gradually.

Distributed File Service (DFS)

Distributed File Serviceisa single integrated file system that is shared among all DCE users and
host computersin a DCE cell.

DFSis comprised of three organizational levels (Figure 29):
. Filesand directories
. Filesets
. Aqggregates

Filesand Directories are the smallest units of organization. Thefileisthe unit of user data.
Directories organize files and other subdirectoriesinto a hierarchical tree structure.

Filesetsare DCE units of administration. A fileset is aconvenient grouping of files and
directories for administrative purposes. For example, files relating to a particular subject or
project can be grouped on the same fileset.
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Aqggregates are units of disk storage similar to adisk partition. An aggregate may contain more
than one fileset.

File
Directory
File
File

\ F.'| , Directory
leset =1

qureg até . Directory

Disk

\

Fileset

Figure 29. Distributed File Service Data Organization

In addition to the organizational units described above, the components that DFS uses for
implementation are described below:

Cache Manager. Theclient side of DFSrunson all DFS client machines. It receivesthe user’s
file request and checksin acacheto seeif acopy of the datais already on the local system. If so, it
retrievesthe data. 1f not, Cache Manager sends arequest to the File Server machine for the data
and cachesit locally. Thus, subsequent local copies of files can be accessed instead of remote
copies. This decreases network traffic and improves system performance.

File Exporter. The server side of DFS runs on the DFS File Server machine where it handles
requests from remote clients for the files that it manages. It receives an RPC and access the local
file system (DCE LFS or UFS), invokes the Token Manager to coordinate activity with different
clients, and returns the requested data to the client.

DCE Local File System (DCE LFS). Thisisthe physical file system that is bundled with DCE.
It manages files on a single computer in amanner similar to the UNIX File System (UFS). But,
DCE LFS aso includes the ability to use a more flexible authorization through the use of Access
Control Ligts; the ability to backup, replicate, restore, and recover data.

Token Manager. The Token Manager runs on the File Server machine and synchronizes access
to files by multiple clients by issuing tokens which authorize various operations on the data such as
locking and unlocking files. The Token Manager solvesfile conflicts caused by multiple requests
for the same data.
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Fileset Server. Administrators can create, delete, modify, and move filesets.

Basic Over Seer Server (BOS Server). Monitors all DFS processes and restarts them when
needed.

Replication Server. The Replication Server maintains a copy of all filesets to assure integrity of
the fileset system. The Replication Server is a separate machine from the Fileset Server so that if
the Fileset Server should become unavailable a copy of the fileis still available through the
replicated copy of the fileset.

Update Server. The Update Server provides the ability to distribute binary files or administration
information to nodes in the DFS system.

Scout. Thisisan administrative tool that collects and displays information about the File
Exporters.

Backup Server. Thefacility for backing up fileset information and maintaining records in the
backup database.

Fileset Location Server. The Fileset Location Server isareplicated directory service, which
keeps track of which filesets can be found on which File Server machines. It provides alookup
service analogous to the CDS provisions but specialized for DFS.

Security Service

The DCE Security Service provides acomprehensive security architecture including authentication,
authorization, data integrity, and data privacy.

Initial Cell

The Initial Cell isthefirst cell that is configured in a DCE environment.

The Configuring the Initial Cell process begins after the Security, CDS, Time and Time Provider
servers having been configured, respectively.

NOTE: When planning a DCE cell, note that you must configure a CDS client on any Security
server system that is not running a CDS server. Y ou must also configure a Time client on any
system that is not running a Time server. Be sureto configure these clients only after you have
configured all servers.
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Configuring Initial Cell Procedure

Loginas‘root’ on the machine to be configured as the cell's master Security Server
If it is not already mounted, mount the Transarc DCE CD-ROM

Enter the dcesetup install command from the CD-ROM to install the files necessary for
DCE client and Security Server configurations

# /cdrom/dcesetnp install component client secserver \
-dir /cdromVDCE_version [noman] [-mklinks network_directorv]
where

-component client secserver directs the command to install the DCE files necessary
to configure the machine as both a DCE client and a Security Server.

-dir /cdron/DCE_version specifies the root directory of the DCE files on the CD-
ROM. In the pathname, DCE~version is the version of DCE being installed (for
example, dcel.1).

-noman directs the command not to install DCE reference pages. Omit this option to
install DCE reference pages.

4 Enter the dcesetup config_secserver command to initiate an interactive Security Server
configuration session.

5 Enter the name for your DCE Cell: example: gsfccell.gsfch.ecs.nasa.gov. The nameyou
specify isused as the name for the cell. DNS-style naming is preferable, to enable cross-
cell authentication.

Cell name: (<string>, q, ?)

Enter the name of your DCE cell (for example,
gsfccell.gsfch.ecs.nasa.gov) -

6 Enter the name of the Cell Administration account or you can use the preferred default
name (cell_admin).

Cell Administrator"s account name: (<string>, q, ?)
[cell _admin]

Enter the cell_adminstrator’ s password:

Re-type the cell_adminstrator’ s password

The following prompt asks whether the machineis to be configured as the master Security
Server for your DCE cell:

Is this machine to be cell’ s “ master Security Server”? (y, n, g, ?) [Nn]

Enter y to indicate that the machine is to be configured as your cell’s master Security
Server.
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10 The following prompt asks for the lowest UNIX user identification number (UID) that
the DCE Security Service can generate for principals added to the registry database:

LOW Principal UNIX ID:  (<number>, g, ?) [100]

Press <Return> to use the default lowest UID, 100, or enter a different number. Specify
aminimum UID that is greater than the highest UI D in your current /etc/passwd file;
this minimizes potential conflicts when you import existing UIDs from your current
letc/passwd fileinto the registry database. Note that this limit applies only to UIDs
automatically generated by the DCE Security Service; you can explicitly assign aUID
lower than this number to any principal that you create.

11 The following prompt asks for the lowest UNIX group identification number (GID) that
the DCE Security Service can generate for groups added to the registry database:

Low Group UNIX ID: (<number>, g, ?) [100]

Press <Retur n> to use the default lowest GID, 100, or enter a different number.
Specify aminimum GI D that is greater than the highest GID in your current /etc/group
file; this minimizes potential conflicts when you import existing GIDs from your current
[etc/group file into the registry database. Note that this limit applies only to GIDs
automatically generated by the DCE Security Service; you can explicitly assign aGID
lower than this number to any group that you create.

12 The following prompt asks you to specify the UID for the cell administrator you named in
Step 6:

cell_administrator's UNIX ID: (<number>, q, ?) [100]

where cell_administrator is the name of the cell administrator's account you specified in
Step 6. Press <Return> to use the default LID for the cell administrator, 100, or enter a
different UID. Specify a UID that is greater than the highest UID in your current
[etc/passwd file.

This system is now configured as the Master Security server. Y ou must now create a
CDS server, either on this system or on another system.

After you configure the master Security Server for your cell, your must configure your
cell'sfirst CDS Server. A CDS Server stores a clearinghouse, which contains the master or
read-only replicas of one or more directoriesin the cell's CDS namespace. Configuring the
first CDS Server creates the cell's namespace.

Configuring DTS Servers

Unlike CDS servers, which can store different sets of information and be positioned within the
network to provide convenient access for a particular group of users, the Distributed Time Service
servers exist to provide only onething to the entire cell: synchronized time. After the CDS server
has been configured the Distributed Time Service (DTS) server can be configured.
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If the DTS server is not already on a system that is configured as a Security or Directory server,
repeat steps 1-4 of the Configuring the Initial Cell procedure on that system, and then continue
with the steps below. If the DTS server is on a system already configured as a Security or
Directory server, continue with step 1 below.

Configuring DTS Servers Procedure

1

If the machine to be configured asa DTS Server isnot already configured as a DCE client,
configureit asa DCE client according to the instructions.

Log in asroot on the machine to be configured asa DTS Server.

Enter the dcesetup config_dtsserver command to initiate an interactive DTS Server
configuration session. The dcesetup command prompts you for the information necessary
to configure the machineasa DTS Server.

# letc/dcesetup config_dtsserver
The following prompt requests the name of the cell administrator's account for your cell:
Cell Administrator's account name: (<string>, g, ?) [cell~admin]

Enter the name you assigned to the cell administrator's account when you configured the
master Security Server for your cell. Press <Return> if you used the default account name,
cell_admin asthe cell administrator's account for your cell.

The following prompt asks for the password for your cell administrator's account:
cell_administrator's password:

where cell_administrator is the name of the cell administrator's account you specified in
the previous step. Enter the password for the specified account.

The following prompt asks whether the machineisto be configured asa DTS Local Server
or aDTS Global Server:

Type of DTS server configuration (local or global):
(<string, g, ?) [local ]

Press <Return> to configure the machineasa DTS Local Server; enter global to configure
the machineasa DTS Global Server.

The following prompt asks if any further DTS configuration is to be made to the machine:
Further DTS server configuration for this machine

(none, courier, backupcourier, or timeprovider):

(<string, q, ?) [nong]

Enter one of the following responses.

<Return> specifies that no lurther DTS configuration isto be made to the machine. The
machineis configured only asa DTS Local or Global Server, depending on your response
to the previous prompt.
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courier configures the machine asacourier. A courier periodically synchronizesthe
machine's clock with clocks on machines configured as DTS Global Serversinits cell.

backupcourier configures the machine as a backup courier. A backup courier assumes the
role of courier if no other courier isavailableinitsLAN.

timeprovider specifiesthat the machineisto be connected to a Time Provider. Connect the
machine to a Time Provider to allow it to obtain the current time from a source known to
be synchronized with Coordinated Universal Time UTC). If you choose this response, the
command prompts for the Time Provider to which the machine is to be connected.

If you choose response none, courier, or backupcourier, no further prompts are
displayed.

8 If you entered timeprovider at the previous prompt, the following prompt asks for the
Time Provider to which the machineis to be connected:

Type of Time Provider to use (null or ntp):

(<string>, g, ?) [null]

Enter one of the following responses:

<Return> specifiesthat the machine isto use its own clock as a source of current time.
Choose this response only if the machine aready obtains the current time from an external
source. If you choose this response, the DTS Server on the machine does not set the

machine's clock, but other DTS clerks and servers can obtain the current time from the
machine. if you choose this response, no further prompts are displayed.

ntp specifies that the machine is to obtain the current time from a machine configured as
an NTP Server. Choose this response only if no other time synchronization mechanism
(such asan NTP daemon) is running on the machine. If you choose this response, the
command prompts for the name of the NTP Server machine from which the machineisto
obtain the current time.

9 If you entered ntp at the previous prompt, the following prompt asks for the name of the
NTP Server machine from which the machine is to obtain the current time:

NT Provider hostname: (<string>, q, 7)

Enter the name of an NTP Server machine. Specify the name in internet dotted notation
(for example, purple.sbc.com).

The machineis now configured asaDTS Local or Global Server.
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Additional CDS Servers

The Configuring Additional CDS Servers process begins after the DTS servers have been
configured. This section explains how to configure additional CDS servers.

Configure Additional CDS Servers Procedure

1 If the machine to be configured as an additional CDS Server is not already configured as a
DCE client, configureit asa DCE client.

Loginasroot on the machine to be configured as an additional CDS Server.

If it is not already mounted, mount the Transarc DCE CD-ROM according to the
Instructions.

S

Enter the dcesetup install command to install the files necessary for a CDS Server
configuration:

# letc/dcesetup install -component cdsserver -dir /cdrom/DCE_version \
[-mkiinks network_director]
where
-component cdsserver directs the command to install the DCE files
necessary to configure the machine as a CDS Server.
-dir /cdrom/DCE_version specifies the root directory of the DCE files
on the CD-ROM. In the pathname DCE_version is the version of the
DCE files being installed.
-mklinks network_directory directs the command to perform a linked
installation to the files in a network directory. If the machine uses a
linked installation, use this option to name the network directory to
which links are created from the machine; if the machine uses a local
installation, omit this option.
5 Enter the dcesetup config_cdsserver command to initiate an interactive CDS Server

configuration session. The dcesetup command prompts you for the information necessary
to configure the machine as an additional CDS Server:

# [etc/dcesetup config_cdsserver
Note:  Because the machine is already configured as a DCE client,
the command displays the following message (in the
message, cell_name is the name of your DCE cell):
Using the cell_name from previous configuration: cell_name If this cell_name is not
correct, quit this configuration session, unconf igure, and then reconfigure.
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6

(o]

The following prompt requests the name of the cell administrator's account for your cell:
Cell Administrator's account name: (<string>, g, ?) [cell_admin]

Enter the name you assigned to the cell administrator's account when you
configured the master Security Server for your cell. Press <Return> if you
used the default account name, cell_admin, as the cell administrator's
account for your cell.
The following prompt asks for the password for your cell administrator's account:
cell_administrator's password:

where cell_administrator is the name of the cell administrator's account you
specified in the previous step. Enter the password for the specified account.
The following prompt asks whether the machine is to be configured as the first CDS Server
for your DCE cell:
Is this the first CDS Server to be configured in this cell? (y, n, q, ?) [n]

Press <Return> to indicate that the machine is to be configured as an additional
CDS Server.

The following prompt asks for a CDS name for the clearinghouse to be created on the CDS
Server:

Local clearinghouse name: (<string>, g, ?) [hostname_ch]

Specify the last component of the name by which the CDS clearinghouse on this CDS
Server is to be identified in the CDS namespace. The default CDS name for a
clearinghouse is hostname_ch, where hostname is the first component of the name of the
machine; for example, if the machine is named blue.abc.com, the default name for
the clearinghouse is blue_ch (the corresponding entry in CDS is /.:/blue_ch).

Note:  Only the root of the CDS namespace is replicated in the new clearinghouse by
default. See the Transarc DCE Administration Guide for information about replicating
other directories in the clearinghouse.

The machine is now configured as an additional CDS Server.
______________________________________________________________________________________________________________________________|

104 625-CD-004-001



Notes on Configuring Additional CDS Servers

Immediately after configuring an additional CDS server, you should skulk the root directory using
the set directory /.: to skulk command as cell_admin in cdscp. Thiswill initiate the propagation of
aconsistent copy of the changed root directory information to all the CDS servers, and will prevent
problems which might arise from use of inconsistent information before this propagation. The use
of several CDS servers may increase the time required to compl ete the propagation of this
information.

Configuration of additional CDS servers can occasionaly fail if namespace information is not
correctly propagated. Typical failures observe from this cause are:

ERROR: Error during creation of clearinghouse/.:/nodename_ch.
Message from cdscp:
Fallurein routine: cp_create clh; code = 282109010
Requested operation would result in lost connectivity to root directory (dce/

cds)
ERROR: Error during creation of clearinghouse/ .:/nodename_ch.
Message from cdscp:

Failureinroutine: cp_create clh; code = 282108908
Unable to communicate with any CDS server (dce/ cds)

If this happens, the server daemon cdsd has been successfully launched, but its clearinghouse has
not been properly created. The clearinghouse isin an intermediate state and cannot be used or
deleted, although the rest of the cell namespace and other servers are unaffected. To recover, skulk
the root directory, and then use the create clearinghouse /.:/nodename_ch command as cell_admin
in cdscp on the new CDS server node to manually compl ete the configuration of the new server
and its clearinghouse. Then skulk the root directory again.

In rare circumstances, you may see the following error when configuring a CDS client or
additional server:

ERROR: cdscp error during "define cached server” command.

Message from cdscp:
Fallurein routine: cp_define cached server; code = 282111142
Cached Server clearinghouse already exists (dce/ cds)

This error is benign; and results from the system trying to repeat an operation that has already been
done. Thiserror may be ignored.
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Security and CDS Client Systems

Before configuring clients, configure server systems as described in the Initial Cell Configuration,
Configuring DTS Servers, and Configuring Additional CDS Servers sections. Then use this
procedure to configure client systems.

This section explains how to configure security and CDS client systems. To begin configuring the
security and CDS client systems, execute the procedures steps that follow:

Y ou must configure a CDS client on any Security server system that is not running a CDS server.
To configure aclient system, you need to know the name of the Security server and the initial CDS
server for the cell.

Note that this procedure does not create aDTS clerk (client). Thisis described in section 3.6.5.

DTS Clerks

Y ou must configure aDTS clerk (client) on any system not running aDTS server. A DTSclerk
is not stared automatically viathe dce_config “DCE Client” menu option; you must explicitly start
aDTSclerk fromthe“DTS’ menu under “Additional Server Configuration”.

Configuring DTS Clerks Procedure

1 Start dce_config on the system that you wish to configure with aDTS clerk.
2 Y ou must be logged in asroot to perform this step.

3 From the DCE Main menu, select Configure (selection 1).

4

From the DCE Configuration menu, select Additional Server Configuration
(selection 2).

5 From the Additional Server Configuration menu, select DTS (selection 2).
6 From the DT S Configuration menu, select DTS Clerk (selection 3).

Thisnodeisnow aDTSclerk.

CDS Servers

The DCE Global Directory Agent (GDA) facilitates communication between DCE cells. This
section describes how to start the GDA server. A GDA server can only be configured on an
exiting client system or CDS server system.
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Configuring GDA ServersProcedure

1 From the DCE Main menu, select “Configure” (selection 1).

2 From the DCE Configuration menu, select “ Additional Server Configuration”
(selection 2).

3 From the Additional Server Configuration menu, select “GDA Server” (selection 7).
* The system configures the GDA server and starts the GDA server daemon, gdad.

Creating a Security Server Replica

A new feature of HP DCE/9000 is Security Server Replication, which provides for improved cell
performance and reliability. These stepswill allow you to create a security replicaviadce _config.

Creating a Security Server Replica Procedure

1 From the DCE Main menu, select Configure (selection 1).

2 From the DCE Configuration menu, select Additional Server Configuration (selection
2).

3 From the Additional Server Configuration menu, select Replica Security Server
(selection 8).

4 Enter the keyseed for theinitial database master key.

» Thedefault name for the replicais subsys/dce/sec/SHOSTNAME. If you wish to
change the name of the security replicathat is created by dce _config, change the value
of SEC_REPLICA, either in the file /opt/dcelocal/etcdce_com_env or in the shell
environment from which dce_config isrun. Note that you must do this before running
dce_config
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Unconfiguring DCE Client

The UNCONFIGURE option removes the target machine from the cell Security database and the
CDS namespace. DCE daemons must be running on the system executing the
UNCONFIGURE option If daemons have been stopped, use the START option on the DCE
Main Menu to restart them before using UNCONFIGURE. A successfully configured client
system can be unconfigured locally. If there were any errorsin configuring the client system asa
security or directory service client, then the client must be unconfigured from some other system
inthe cell. Do not use the UNCONFIGURE option on a system that is used as a Security server
or aCDS server. The UNCONFIGURE option removes the system from acell. If the system
isused as a Security server or aCDS server, UNCONFIGURE will break the cell.

Unconfiguring DCE Client Procedure

1 Log in asroot on the machine from which DCE configuration files are to be removed.
2 Enter the dcesetup unconfig command to remove DCE configuration files:
# letc/dcesetup unconfig
3 The following prompt requests the name of the cell administrator’ s account for your cell:

Cell Administrator’ s account name: (<string>, q, ?)
[cell_admin]

Enter the name you assigned to the cell administrator’ s account when you configured the
master Security Server for your cell. Press <Return> if you used the default account
name, cell_admin, asthe cell administrator’ s account for your cell.

4 Thefollowing prompt asks for the password for the cell administrator’ s specified with the -
cell_admin option:

cell_administrator’s password

where cell_administrator isthe name of the specified cell administrator’ s account. Enter
the password for the specified account.

Note: Depending on the configuration of the machine from which files are being removed,
yOu can receive a message reporting a user identification failure. Y ou can safely ignore the
message; in most cases, the command succeeds nonetheless.

5 Thefollowing prompt asks whether to perform unconfiguration:
Force unconfiguration? (y, n, q, ?) [n]

Press <Return> if you do not want aforced unconfiguration. 1f you do not use aforced
unconfiguration, the command will prompt for confirmation before it removes an exisiting
database. Enter y if you do want aforced unconfiguration.

A forced unconfiguration directs the command not to prompt before it removes files for the
registry database, a CDS clearinghouse, the FLDB, or the Backup Database. A forced
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unconfiguration also directs the command to ignore certain error conditions that can arise when
removing configuration files.

If authentication fails, local configuration files will be removed but the machine will not be
unconfigured in remote databases.

Note: Use the forced unconfiguration with care. By default, the command does not
remove master replicas of CDS directories. Using aforced unconfiguration directs the
command to remove a CDS clearinghouse that houses master replicas of directories and
all read-only replicas of those directoriesin other clearinghouses. Using the option on the
CDS Server that stores the master replica of /.: for your cell causes the command to
remove your entire CDS namespace.

Note that you must use forced unconfiguration to remove a clearinghouse that contains one
or more master replicas. If you enter n, the command will display messages like the
following:

Unable to delete clearinghouse /.:/clearinghouse. Make sure that this clearinghouse does
not house a master replica of any directory or use the -force switch.

6 If you areremoving configuration files from a machine configured as a DFSclient or some
type of DFS server, the command displays the following message:

Please gracefully shutdown and restart your system now to stop the kernel -space DFS
daemons. After you system comes back up, please reissue the “ dcesetup unconfig -force”
command to remove remaining configuration data.

dcesetup failed. Details may be available in the
/opt/dcel ocal/var/adm/messages/dcesetup/log log file.

If you receive this message, reboot the machine arepeat steps 1 through 5; you must include
the -for ce option when you issue the dcesetup unconfig command the second time. If you
do not receive this message, removal of the configuration filesis complete.

Note: If you are unconfiguring a DFS File Server that has failed entriesin the FLDB, the
dcesetup unconfig command will fail, even if you are using the -for ce option. The dcesetup
unconfig command can only unconfigure a DFS File Server that has no fileset entries in the
FLDB. Seethe Transarc DCE DFS Administration Guide and the DCE DFS
Admininstration Reference for information about removing fileset entries from FLDB.

All DCE processes on the machine are now stopped and all DCE configuration files are removed
from the machine.
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Security

ECS security architecture must meet the requirements for data integrity, availability, and
confidentiality. ECS Security Services meets these requirements by incorporating avariety of
mechanisms to establish and verify user accounts, issue and verify passwords, audit user activity,
and verify and protect datatransfer. The Open Software Foundation's Distributed Computing
Environment (OSF/DCE) isthe primary tool for providing user authentication and authorization,
access control, and dataintegrity. DCE Cell Manager is the administrative tool used to manage a
group of users, their access privileges, and system architecture. DCE employs Kerberos and
Access Control Lists (ACL) for authenticating users. To monitor and control access to network
services, ECS Security Services uses the public domain tool, TCP Wrappers. Three other public
domain COTS products — npassword, Crack, and SATAN — provide additional password
protection for local system and network access. The tool, Tripwire, monitors changes to files and
flags any unauthorized changes.

This section defines step-by-step procedures for M& O personnel to run the Security Services
tools. The procedures assume that the requester's application for a Security process has already
been approved by DAAC Management.

Running Security Management Log Analysis Program

To log in to the DCE cell Manager, you should login as system r oot before starting DCE cell
Manager.

Running Security Management L og Analysis Program

1 Type /opt/cellmgr/bin/cellM anager .

2 In the Login Name text field, enter YourUserID then press Return.

3 Enter YourPassword then press Return.

4 Click the Logl n button if you are logging in with a name and password.

» DCE recognizes you as an authenticated user and the DCE Cell Manager Launcher
appears, or

* Click the Logln No Security button if you are logging in as an unauthenticated user.
5 The DCE Cell Manager Launcher appears and provides the following options:
» Namespace Manager - provides adirectory tree structure.

» Configuration Manager - identifies hosts currently configured in the cell.

»  Security Manager - shows the organizationsin the registry and represents the
organi zation domain.

» Preferences - brings up DCE Launcher preferences.
» Help- providesinformation on interface.
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» Exit - provides options for exiting.

6 Click one of the option buttons one time to start a DCE Cell Manager tool, to start an
application you previoudy added to the Launcher, or to add another button to the Launcher
window (Preferences button). The selected button becomes temporarily insensitive while
the tool startsitsinitialization routines. (Clicking more than once will launch multiple
copies of the same tool.) Y ou can have more than one tool active at the same time.

Generating Security Reports

Reviewing User Activity Data

A log is created to keep track of unsuccessful attempts to log into the computer. After a person
makes five consecutive unsuccessful attemptsto log in, al these attempts are recorded in thefile
Ivar/adm/loginlog. The procedures assume that the file has been created and the operator has
logged on as root.

Reviewing User Activity Data Procedure

1 At the UNIX prompt, type /usr/bin/logins [-admopstux] [-g group..] [-] login..], then
press Return.

2 Typelogins-x -l username, then press Return.
» Displayslogin status for a user:

3 Type /var/adm/loginlog, then press Return. To enable login Logging, this creates the log
fileloginlog.

4 Type chmod 600 /var/adm/loginlog, then press Return. This sets read and write
permissions for root on the file.

5 Type chgrep sys/var/adm/loginlog, then press Return. This setsthe group to sys.

Monitoring and Reviewing User Audit Trail Information

Theaudit_startup script is used to initialize the audit subsystem before the audit daemon is
started. Thisscript is configurable by the System Administrator, and currently consists of a series
of auditconfig commands to set the system default policy, and to download the initial eventsto
class mapping. Type the following command to initialize the audit subsystem:

/etc/security/audit_startup
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The audit command is the general administrator’ s interface to the audit trail. The audit daemon
may be notified to read the contents of the audit_control file and re-initialize the current audit
directory to thefirst directory listed in the audit_control file or to open anew audit filein the
current audit directory specified in the audit_control file as last read by the audit daemon. The audit
daemon may also be signaled to close the audit trail and disable auditing. The audit commands are
input as shown:

Audit Commands Procedures

1

audit -n, then press Return.

» Signals audit daemon to close the current audit file and open anew audit file in the
current audit directory.

audit -s, then press Return.

» Signalsaudit daemon to read the current audit file. The audit daemon stores the
information internally.

audit -t, then press Return.
» Signalsaudit daemon to close the current audit file, disable audit and die.
praudit -d filename, then press Return.

* Displaysaudit output. The print audit command converts the binary audit recordsinto
avariety of formats, depending on the options used with the commands. The format
of audit filesisincluded in the file /usr/include/sys/audit.h. By default, user IDs (UID)
and group IDs (GID) are converted to their ACSII representation.
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Practical Exercises

I ntroduction

These practical exercises are presented in “day-in-the-life” scenariosrelating to system
administration activities. They represent real situations that you, as system administrator, are likely
to encounter on a day-to-day basis.

Equipment and Materials

A functioning ECS computer system.

System Startup and Shutdown

The ECS system was taken down for maintenance earlier in the day and the maintenance has been
completed. Y ou must now bring the system to full operation. Turn on the entire ECS system in
the prescribed order.

-or-
Bring the following serversto operation:
. SQL Server

. server 2

. server 3

Tape Operations, System Backup and Restore

1 Y ou have received an approved request from the SEO Chief to perform an incremental
backup of the SQL Server for files created or modified within the past 48 hours.

Determine how many tapesit will take to back up the required data.

Prepare the appropriate number of new tapes to accommodate the backup and perform the
label and inventory operations on the tapes.

Perform the incremental backup.
Inform the SEO Chief that the backup has been performed.

(62
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xuser callsyou and tells you that she hasinadvertently erased the following threefiles that
are critical to her research:

« filel
« file2
» file3

She does not remember exactly when they are were last modified. Locate the latest
versions of each of thefiles and perform afile restoration.

User Administration

1 Add the following individual to the system:
UNIX User Registration Request
REQUESTER INFORMATION:
Name: Erica J. Sonnenshein
Office Phone Number: (301) 999-5555
E-Mail Address: esonnens@gsfc.nasa.gov Office Location: Bldg. 32
NEW USER INFORMATION:
Name: Peter Kovalkaides
Office Phone Number: (301) 555-1234
Home Phone Number: (301) 444-4444
Organization: GSFC DAAC
Group Affiliation(s): SMC
Role(s)/Job(s)/Justification: computer operator with database access required
Date of Request: 9/17/97 Date Required: 9/22/97
Supervisor Approval: Date:
Ops Supervisor Approval: Date:

2 The user you just added has called you with the news that he has forgotten his password.
Describe the procedures you must follow to receive authorization to change the individua’s
password. Assuming you have received the appropriate authorizations, change the
password to gnu-Uzr.
Change the group affiliations for this user to new-group affiliation.
Peter Kovalkaides sends you an e-mail message informing that the work on histask is
complete and requests that you change the access privileges on al files owned by himto
READ ONLY for all classes of usersto protect them from changes.

5 Y ou have determined that space on the xserver is becoming rather scarce. There are afew

large files (insert-file-names-here) that need to be deleted, and since xuser and Peter
Kovakaides are done with their projects, their home directories need to be moved to
insert-new-location-here. Perform the procedures that will accomplish these tasks
assuming you have received the appropriate authorizations. When you are done, inform
the affected users of the changes.
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New Workstation Installation

Mr. Kovalkaides needs a workstation to do hiswork. Sincethe DAAC isjust starting up, you'll
need to install and configure a new workstation for him.

1 Assign anetwork name for the workstation.

2 Install the Solaris 2.4 Operating System, the IRIX 5.3 Operating System, or the NCD
Operating System as appropriate to thisinstallation.

Install custom-softwar e-package on this machine.
Reboot the machine.

5 Log in on this machine and check to see that all processes are operating.

System Log Maintenance

1 Theicon on the ECS Desktop for the SQL Server hasturned red. Check the system log to
find out what the problemis.

2 The problem in the exercise above requires you to restart the SQL server without affecting
any of the other subsystems. Perform this task now.
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Slide Presentation

Slide Presentation Description

The following slide presentation represents the dides used by the instructor during the conduct of
this lesson.
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SYSTEM ADMINISTRATION

ECS Version 2 Training
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System Administration Topics

e System Startup and Shutdown

« Tape Operations: Labeling and Indexing

« System Backup and Restore (full, incremental)
e« System Logs

e User Administration
— Add/Delete/Modify User Data
— Check/Modify File Access Privileges

« New Workstation Installation

o Contractor Off-the-Shelf Software (COTYS)
e Distributed Computing Environment (DCE)
o Security
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Basic UNIX Commands

ecd -change directory

 file - determines the type of file

e|s -list the contents of a directory

* pwd - determine where you are

* who - who is currently on the system

* md - creates anew directory

*pg -displays the contents of afile 1 page at a
time

* ps - displays which processes you are running
e ps -ef - displays all processes being done on
system

« example(s): pg filename file filename
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Basic UNIX Commands

* top - tells what processes are running

oW - users and what they are doing

« whereis - tells where a particular file is located
*env - displays your environment variables

e Set - displays your local environment variables
e uptime - displays status of system

e pwd - will tell you where you are
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System Startup

»*

3.
Cold Startup

e« NO SUBSYSTEMS RUNNING
— Power failure

— Following system
maintenance

— Power switch OFF?

Warm Startup

SOME SUBSYSTEMS MAY BE
RUNNING -- OTHER MAY BE
OFF

— Operator intervention
— External malfunction

®7

I
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Cold Startup Procedure

 Determine existence of following systems:

— DNS Master -- Other License Servers
— NIS Master -- Mail Hub Servers

— Automount Server -- MSS

— DCE License Server -- CIDM Subsystem

— ClearCase Server -- Sybase SQL Servers
— CSS -- DSS

« Turn on power for each one IN ORDER!

« HP OpenView icons turn GREEN when each is
properly booted.
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Cold Startup Boot Order

g0cssO

DNS Master Server - Mail Server
NIS Master - NFS Server
NETLS License Server

g0Omss01

License Server - Clearcase Server
Clearcase VOB Server - 1Q Report Writer

g0css01

DCE - NET.H ++ - Sybase SQL Server

gOmshO1

DCE Time Server - HP OpenView

g-= goodard Sybase Rep Server - ESSM

e =edc Sybase SQL Server - PERL5 - MSS Primary
DB

| =larc :

1 = nside All others in any order
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Warm Startup Procedure

¥

€ <

Determine which server is down.

Determine order in which servers are to
be booted.

Determine position in heirarchy.

Shutdown all servers above the affected
server in heirarchy.

Restart servers in order.
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Normal Shutdown

Turn off power to FULL system

Turn off power to a component subsystem
Scheduled by Resource Manager
Approved by DAAC Manager

Minimal distruption to system users

NO loss of data
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Normal Shutdown Procedure

SA sends broadcast
messages to users
announcing the
impending shutdown

jobs finish
OR long-running
jobs are killed by
the SA.

1=

—

SHUT DOWN
SUBSYSTEMS
IN ORDER

10 625-CD-004-001



Normal Shutdown Order

All others in any order
gOmssh01

DCE Time Server - HP OpenView
Sybase Rep Server - ESSM
Sybase SQL Server - PERL5 - MSS Primary DB

g0css01

DCE - NET.H ++ - Sybase SQL Server

g0Omss01

License Server - Clearcase Server
Clearcase VOB Server - 1Q Report Writer

g0css02

DNS Master Server - Mail Server
NIS Master - NFS Server
NETLS License Server
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Emergency Shutdown

e Indications
— System or Subsystem is locked up
— Unable to access or maneuver through the system
— Impending or actual power failure
— Hardware or Software failure
e Verify need to shutdown
— Resolve subsystem and user problems first
— Shutdown is a last resort

e Minimize loss of data
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« Type sync and press to
flush buffers - SUN/
SGI machines

 Repeat the first step

« Type hal t on the main
server - HP machines

e Shutdown Subsystems
IN ORDER
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Extreme Emergency Shutdown
SUN SYSTEMS ONLY

Login as ROOT.
dress and type A

, simultaneously
() to immediately —
/2 kill the system.
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ECS Assistant

ECS Assistant is a GUI tool developed to faciliate the ECS SSI & T activities

ECS is comprised of three major components -
EcCoAssist - To start up and shutdown subsystem servers
EcCoModemgr - mode management
EcCoEsdtmgr - database review

ECS Assistant must be run on each server where a subsystem resides -
some of the files that comprise ECS Assistant are architecture specific.

ECS Assistant also has a debugger to help ascertain where a problem may
have occured.
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ECS Assistant GUI

File Help
User: kzheng .
Host: cheyenne =

Subsystem Manager

EQSDIS

ESDT Manager

Mode Manager

ECS Assistant GUI
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ECS Subsystem Manager GUI
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Networker Administrator
Main Screen

—| nwadmin |-
File Clients Server Media Save Set Customize Options Help
Chonge
SEerver Maunt Unrmaunt Indexes “alumes Control

Server: sprglsgi.gsfc.ecs.nasa.gov NetWorker 4.1.3-12/18/05-20:27 Turbo/60
Up since: Wed Mar 5 14:54:33 1997

Backups: 162 sessions, 7960 MB total
Recovers: 0 sessions

Devices:
Jdev/rmt/tps2dinrnsvel Y Smm Cunmounted)
Jdev/rmt/tpsdinrnsv (1) 8mm 5CBE (unmounted)
Jdev/rmt/tpsSidinrnsyC]) 8mm S5GE sprglsgi. 327 writing, done
Jdev/rmt/tpsiddanrnsvE]l ) Smm 50B sprglsgi. 326 writing, done

=
Sessions:

=
Messages:

Thu ©3:08:42 index notice: nsrim has finished checking the media db

Ul«|»|

Pending:
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Select
jukebox labeling
and complete the

Load tapes in dialog form.

cartridge.

LABELED
TAPES!
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Tape Labeling

 Creates a unigue name for each tape
» |dentifies tape to Networker
o Stores list of labels in memory (index)

gsfcnasa.001

20 625-CD-004-001



Jukebox Labeling Window
(after clicking LABEL button)

—| nwadmin =
File Clients Server Media Save Set Customize Options Help
tount Unrnount Yolumes

Berver: spralsai.osfc.ecs.nasa.d
Up since: \F

Backups: 1 Server: sprglsgi.gsfc.ecs.nasa.gov
Recovers: 0 Device: /dew/rmt/tps2d2nrnsy
Devices: | - rting with:
e et [ sprotsai 336 S
Jdew/rmt . .
Jdev /rmt First slot: |,
Adev/rmt
Last slot: 10 —
Sessions:
Pool: ¥ Default < Archive < PC Archive
< Default Clone < Archive Clone < PC Archive Clone
] Manual recycle
=
Messages:
Thu ¢3¢ il
Ok Cancel Help b
=
Pending:
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Tape Indexing

 Networker’s way of identifying
each tape’s location in the
jJukebox

 Reads each tape’s label and
matches it to the jukebox slot

« Can be time consuming (2-3
minutes per tape)

« Must be performed after tapes are
added, removed, or changed
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Tape Indexing
After Initial Inventory

/ Tape Cartridge

# Cleaning Tape
+ GSFCDAAC.001

SLOT 1 = CLEANING TAPE
SLOT 2 = GSFCDAAC.001
SLOT 3 = GSFCDAAC.002 '|> GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 .|> GSECDAAC.006
SLOT 5 = GSFCDAAC.010 II> CSFCDAAC 010
SLOT 6 = GSFCDAAC.352 -
SLOT 7 = GSFCDAAC.003 ||> GSFCDAAC.352
SLOT 8 = EROSDAAC.001 1» GSECDAAG. 003
SLOT 9 = EROSDAAC.523 g~

SLOT 10 = UNDEFINED # EROSDAAC.001

SLOT 11 5 UNDEFINED .. + EROSDAAC.523

+ empty
T empty
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Tape Indexing
Tapes Changed But Not Re-Inventoried

/ Tape Cartridge
........................... # C|eaning Tape
SLOT1=CLEANING TAPE = . .. 4, GSECDAAC. 001
SLOT 2= GSFCDAAC.001 =<~ + —
SLOT 3 = GSECDAAC.002 s _
SLOT 4 = GSFCDAAC.006 <@ -\ + GSECDAAC.006

_ €
SLOT 5= GSFCDAAC.010 ~® 4» GSFCDAAC.010

+ GSFCDAAC.003

SLOT 8 = EROSDAAC.001 W--...

+ EROSDAAC.001

- + EROSDAAC.523

~-.._ T GSFCDAAC.999
1‘ EROSDAAC.888
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Jukebox Inventory
Window

nwadmin =
File Clients Server Media Save Set Customize Options

|

Help
&l | &l i
Chaonge Group
Server MMount dnmournt Indexes “alumes Caontral
Server: sprylsgi.gsfc.ecs.nasa.gov NetWorker 4.1.3-12/18/95-20:27 Turbo/60

Up since: Wed Mar 5 14:54:33 1997
Backups: 162 sessions, 7960 MB total
Recovers: 0 sessions

Devices: Jukebox Inventory H
A SURAN TR FASPAAMAENI® | Server: spryisgi.gsfc.ecs.nasa.gov

fdevfrmtftﬁSEdanrnsv{j
ddev/rmt/tpssdinrnsyv (]l Dewice: /dew/rmt/tps2d2nrnsy riting, done
Jdev/rmt/tpsSddnrnsy d| . riting, done
First Slot: T
=
Sessions: Last Slot: [,
Ok Cancel Help =
Messages:
Thu £3:09:472 index notice: nsrim has finished checking the media db %I
=3

Pending:
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Tape Indexing
After Re-Inventory

/ Tape Cartridge

L Cleaning Tape

SLOT 1 = CLEANING TAPE + GSFCDAAC.001
SLOT 2 = GSFCDAAC.001

SLOT 3 = GSECDAAC.002 S + GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 <@ -\ + GSFCDAAC.006
SLOT 5= GSFCDAAC.010 ~® i + GSFCDAAC.010
SLOT 6 = EROSDAAC.77 ~==
SLOT 7 = GSFCDAAC.003 ¥
SLOT 8 = EROSDAAC.001 ...
SLOT 9 = EROSDAAC.523 =™
SLOT 10 = GSFCDAAC.999

+ GSFCDAAC.003

< + EROSDAAC.001

.l + EROSDAAC.523

~~.__ T~ GSFCDAAC.999

# EROSDAAC.888
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Jukebox Mounting Window
(after clicking MOUNT button)

Up since: Wed Mar
Backups: 162 sess|

‘|Recovers: 0 session
:| Devices:
Jdev /rmt/tps2dl
Jdev/rmt/tpsad:
Jdev/rmt/tpsEd!
Jdev/rmt/tpside

‘| Sessions:

| Messages:

Server: sprgisgi.gsfc.ecs.nasa.gov

= Jukebox Mounting

Server: sprglsgi.gsfc.ecs.nasa.gov
Device: /dev/rmi/tpsddSnrnsy

Volume: | spralsai. 327

Slot Volume Pool

1 8 Default

2 glsgi. 327 Default

3 sprglsgi. 328 Default

4 sprglsgi. 329 pefault

5 sprglsgi. 330 Default —
6 spralsgi. 331 Default

7 sprglsgi.3iz Default

5 sprglsgi. 333 Default -
9 sprglsgi.iid pefault |
10 sprglsgi. 335 Default v

=] nwadmin - |llf
File Clients Server HMedia Save Set Customize Options Help |f
e T 5

=1 | &

Change Group

Server Unmourt Label Indexes Yolurnes Control

NetWorker 4.1.3-1 2{1 8/95-20:27 Turbo/60

done
done

‘ Ok I |Cance|| ‘ Help I

U

Thu 03:09:42 1index notice:

nsrim has finished checking the media db

Pending:

U« |»]
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Backup Levels Overview

More incremental More cumulative
Level 1
Level 2
-
N Level 3
-
_%L E’ §' Level 4
¢ @ O | — O
b 8 I
] q>) < Level 5
- gl =™ =
N g’ L Level 6
3 Lo ‘
g Level 7
1) O lag—
—
N~
)
>
Q
—
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Tapes Required for

Full System Restore

971 sunr
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File Tree Yiew Change

kMark Options

Help

Chonge
Serwver

v/

155 (=1l 4 Urmcrk

S

Seorch

Server: sprisgilarc.larc.nasa.gov

Selection: Avol0 usars s

Client: sprisgilarc.larc.nasa.gov

i | !
%@ vl
EH'Emusers

=T IR

A1 T list
&t SvB.SRVA
=2 U=SERZ=_LIST
HTD alecs

'] aprasad
B0 asivyid
1D award

T30 bnine

B0 burck

E1=0 cacraig
M0 chostteh
EHTO ceres_t1
HTO ceres_t2
D ceres 13
=0 chang

ET0 crmackey

&

L
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nwirecowver

File Tree ¥iew Change Mark Options Help
Chonge v J é F
Server blcir Unmecirk Search
Server: icllsgilarc Client: sprisgilarc
Browse Time: Wed Jul 24 10:42:42 1996
Belection: Avol0suserss
Qe S B =T==118 =1
D%‘E‘L oD T st _ |
— LUsers = —
ik | OO sYBE_SRWVR [
—O D alecs O alecs
—O I aprasad O aprasad
— A asivyid QO asiwwid
—QCaward QO award
—OCbnine _
—O T burck OcCo bnine
—O O cacraig O burck
— O T choettch OO cacraig
—ggceres_t; OCD choettch
— ceres_t
— O
—Qchang Coceres_t1
O coleman QO ceres_t2
—OCdcooper | O chang |
— OO costulis b Oca coleman b
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Networker Recover Window
with Files Selected

~i nwrecover |- i_l
File Tree View Change Mark Options Help
Chonge v @ @

Server kol rmark Search
Server: sprglsgi Client: sprglsgi
Browse Time: Thu Mar 06 10:25:38 1997

Selection: —

Jetc/init.d/f |
—QC3.hh Al oQREADME Al
— O mediaw O acct
—OC netscape 0 aliases—ip o
—QCICOROM =0 [—
. announce
—OCdata? —{ | DO atria n
—E T dev OO autoconfig
—OOdumpster & avaimon
_@@f;m ; —1 | oObsdlpr

N zfgnl?d 08 cachefs

_Dtldefauh Dﬁcadmiﬂ

—Etddi & callswr

—O T fscklogs O chkdey

@ Mminit.d 08 configmsg

—QCInet

O opt AOcron

—OCre0.d || OBEdee o
—OCarc2.d ¥l | o3disk patch b
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File Clients 3Server Media Save Set Customize Options Help
=i =i a—
& | = | &=
F“m
Chonge Group
Serwver Fount Unrmount Lobel Indexes “olumes Control

Server: sprisgiedc.cr.usgs.gov
Up since: Thu Jul 18 15:34:18 1996
Backups: 0 sessions

Recovers: 0 sessions

Devices:

Sdev /rmt AAps2d2nrnseiC 1) 8mm S5CE Cunmountead)

NetWorker 4.1.1-12/08/95-15:21 Turbo/10

Sessions:

sprilsgiedc. cr.usgs.

gov:icraig] bhrowsing

—

Messages:
Thu 15:35:15% index notica: nsrck is cross—checking index for mo2sunsdo |
Thu 15:35:36 index notice: nsrck is cross—checking index for molsunedc |
Thu 15:36:00 index notica: nsrck 1s cross—chaclking indax for msslsunedc =
Thu 15:36:20 index notice: nsrck s cross—checking index for aitlsunedc —
Thu 15:36:46 index notica: nsrck s cross—checking index for aiti3sunadc El
=

Pending:
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Networker Restore Window

~i nwrecover |- i_l
File Tree View Change Mark Options Help
Chonge v @ @

Server kol rmark Search
Server: sprglsgi Client: sprglsgi
Browse Time: Thu Mar 06 10:25:38 1997
Selection:
Sdew / |
oge Al | oOmakeDey Al
:gg.PeuplePagesPersunal O MAKEDEY d =
[ D0 deskiop-sprgisgl OEIMAKEDEY isdn
Q0 ebtpriv .
_Dlz:lhh E D .lSiriUS
—OE3. mediaw QO abi
—OC netscape O™ bkdev
_DGCDHDM o D..lbdeV
—Acdrom o cert
—OCdata? .
— O ey O™ conslog
—OCIMAKEDEY. d 0™ console
—OCahi 0 ™. dials
_ggd?k 0™ dms
— eisa
a
—Qeaid Dk
O flash OCeisa
—Qahl o O™ etD |
—OSinput A B =Tl u
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Networker Conflict Resolution

Window

|

Conflict Resalution

Do you want to be prompted when conflict occurs? <> Yes Mo

When conflict occurs, NetWorker should®?

% Rename the recover file
<> Discard the recover file

o Overwrite the existing file

Ok

Cancel

Help
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Networker Backup Scheduler
Overrides Menus

File He .fp_i

Schedules: | pafaylt &
Full on 1st of Month
Full Ewvery Friday
Quatrter]
Full on

| Createl | Deletel

Name: |Fuﬂ on 1st Friday of Month |

Period: < Week Manth

| Previous Monthl | Current Manth I | Mext Month I
March 1997 April 1997
S M Tu W Th F S S M Tu W Th F S
1/i 14 | 24 | 34 | 44 | 5fi
24i | 3 || A |5£i |6£i |?a'f* 8fi B/ | 74 | B4 | 94 |104 (114 |12
9/i | 10fi | Overrides » I;'u.f.f"‘ |_ 134 | 144 | 154 | 164 | 174 | 184 | 19¢i
164 | 174 || fuli incr* |_ 204 |21/ |22/ |23/ |24/ | 25/ | 26/i
23/i |24i || imer 1 |_ 27/i | 28/i |29/ | 30/i
04 |34 || 1 2
2 g+
I L P
6#
g e
7 g
a8 o
o skip™*
i remove
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Networker Backup Scheduler

File ﬂe.fp_i

Schedules:

Full on 1st of Month

Full Ewery Friday

Quarterly

Full on 1st Friday of Month (¥

| CreateI | Deletel

Name: | Defaul t |

Period: @ week < Month

‘ Previous Monthl ‘ Current Month I | MNext Month
March 1997 April 1997
S M Tu W Th F S S M Tu W Th F S
14i 14 | 24 | 34 | 44 | 5d
24 | 34 | 44 | 54 |6 |?.|’i 8fi 64 | 74 | 84 | 94 104 | 114 | 124
94 | 104 | 114 | 12/i || Overrides » 13/ | 144 | 154 |16/ |17/ | 184 |19/
164 | 174 | 184 |19/ || Fuif I 204 | 214 |22/ |23/ |24/ |25/ |26/
23/ | 2441 | 2541 | 26fi || incr : 27/ | 284 |29(i | 30/i
304 | 314i 1
2
3
K-
5
&
7
8
g
skip
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Jukebox Labeling Window

(detail)

Jukebox Labeling

Server:
Device:
Starting with:

First slot:

Last slot:

Pool:

sprglsgi.gsic.ecs.nasa.gov

fdev/rmt/tpsSdSnrnsy
sprglsgi. 336
1
10

Default < Archive

O Default Clone O Archive Clone

] Manual recycle

2k Cancel Help

< PC Archive
Q PC Archive Clone
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Tivoli Management Enterprise
Desktop for Administrators

_|THE Dosktop for Adninistrator dkelley |i|d

lesktop  Edit  View [reate Help
b T f
L

Adninistrators Mot 7 dielley

Eventierver fidmin E55M

|
I | Ny
GEC slimer-region | Scheduler

Find Nest | Find 811 |

~lperation Status:

=h

[y E—

Ti vo," Haking Client/Server Work Ti Vo‘i

Making Clieriy Sermer Work Making Client /Sarver Work
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Host Mame Imedusa-hitc-com

Events
X Time Stamp category Type SubType Priority
7 032696 Perftormance Foll 1 Medium Low
B 032696 Perftormance Foll 1 Medium Low
a 0326796 Perftormance Foll 1 Medium Low
10 03/ 26796 Performance Foll 1 Medium Low
11 O3S 267596 Performance 1 um
12 0326796 FPerformance Foll 1 Medium Low
13 03/26/796 FPerformance Foll 1 Medium Low
14 O3S 267596 FPerformance Foll 1 Medium Low
15 03/26/96 FPerformance Foll 1 Medium Low
16 03/26/796 FPerformance Foll 1 Medium Low
17 0326796 FPerftormance Aapplication Specific 1 High
18 0326796 FPerftormance Aapplication Specific E) Medium Low
19 03/26/96 Security Aaccess Violation 2 High
20 0372696 Topology Installed 2 High
21 0372696 Topology Installed 3 Medium Low
22 0372696 Security Access Violation E Meddium
23 03572696 Topology Installed 2 Meddium
24 03526596 Topology Installed L] Medium Low
25 03752696 Security Access Violation L Medium Low
26 032696 Security Access Violation = Med-ium
27 032696 Performance Aapplication Specific 1 High
28 032696 Performance Aapplication Specific ] Low
29 OIS 265796 Performance Anpnldication Specific 1 Higah

= =]
Find| |j

|30 Events

Start_Time: 03726596 12:14:32 Stop_Time: 03526596 12:14:33

Selection

F11 O3 2696 12:14: 32 Ferftormance FPoll 1 Medium Low DESKT
oK custom Custom
Select Sort
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New User Approval

| complete the
User Registration
Form and send it
to my Supervisor.

If the form is
complete, I'll
approve it and
send it on to the
DAAC manager.

Looks okay to me!
I'll send it to the
System Administrator.

%
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Tivolli Add User to Profile Window
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[etc/passwd File

mresnick:$sy732az)[xyzz:510:1:Michael Resnick {x4076}:/home/mresnick:/bin/csh
Jsmith:hY%dd98dwWrxPnm:511:1:Janet Smith {x0821}:/home/jsmith:/bin/csh
rknickerb::512:1:Robert Knickerbocker {x4111%}:/home/rknickerb:/bin/csh

Empty field
(no password)
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[etc/group File

root::0:root
other::1:root,hpdb
bin::2:root,bin
sys::3:root,uucp

adm: -4:root,adm
daemon: :5:root,daemon
mail::6:root
Ip::7:root, Ip
users::20:root
nogroup:-*:-2:
eb:*:10:
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dwashi ng
j mangum
m ynch
ddavi s
r canpbel
spet e
kkl ei s
echeung

[etc/auto.home File

45

acmmlsgi
acmmlsgi
acmlsgi
acmlsgi
acmlsgi
acmlsgi
acmlsgi
acmlsgi

./ vol 0/ user s/ dwashi ng
./ vol O/ user s/ j mangum
:/vol O/ users/ m ynch
./ vol 0/ user s/ ddavi s
./ vol 0/ user s/ rcanpbel
./ vol O/ user s/ spete
./ vol 0/ user s/ kkl ei s
./ vol 0/ user s/ echeung
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drwxXxrwx
drwxr-xr-x

-rW-rw-rw-
Irw-r—-r--
—rWXr—-rw-

mresnick
mresnick
mresnick
Jjjones

mresnick

trdining
training
training
admin

training

Jun
Jul
Jan
Apr

14 08:34 archive

03 12:42 daacdata
02 1996 garbage
30 20:07  junk

S trash
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Access Permissions

OWNER GROUP

permissions permissions permissions
: |diT W XIr w X|F w X
ssslllir w =jr w —|r w
S E >
sagl—flr W X r w
i r w r - -

4 r=read Look/copy/print
2 W=wr | t e Change/savel/delete
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Change Permissions

— Change Permissions

Namne : Fhome/dkuchipu/.ecs/V0_Client
Owner MName: dkuchipu
Group Name: users

Permissions:

Read Write Execute
Oowner: O O O
Group: O (| O
Other: a | a

Size (in bytes): 378 Modified: 02/29/1996 15:03:19

‘ OK | Cancel | Help |
48
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User Account Configuration
Change Request Form

USER ACCOUNT CONFIGURATION CHANGE REQUEST FORM

Name of Requester:
Reason for request:
CURRENT INFORMATION CHANGE TO:
User ID:

Office Address:
Office Phone:
Home Phone:
E-Mail Address:

UNIX Group ID:

DCE Group ID:

Login Shell:

Date of Request: / / Required by: / /
Approval: Date:
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Commercial Off The Shelf -
COTS Products

The ECS Project software consists of various architectures in addition to -
customized code, science software and COTS products

The project maintenance philosophy for software is to provide ECS
centralized support for developed items and vendor-directed support for
COTS software.

Log files are to be maintained for documenting all COTS installations and
modifications.

Because each DAAC site is unique, COTS patches may be provided by the
vendor to resovle a DAAC specific problem

CCB approval is required before COTS software upgrades can be loaded on
any platform. DAAC CCB must be informed via CCR
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Commercial Off The Shelf Products
- COTS

« ECS project is composted of customized code,
science data software and COTS products

 The project maintenance philosophy is to provide
ECS centralized support for developed items and
vendor directed support for COTS

Log files are to be maintained documenting all
COTS installations and modification

sPatches may be provided by the COTS vendor in
response to a DAAC’s specific problem

*DAAC CCB must be informed via CCR
52
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What i1s DCE?

e Distributed Computing Environment

 Provides a basis for building applications that are
— Scalable
— Secure
— Distributed
— Interoperable with othere resources
— Portable across heterogeneous platforms

o Offers tools for
— Application developers (APIS)
— Administrators (administrative commands)
— Users (user commands)
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DCE Components

« DCE comprises these components

e Secure Core
— Threads
— Remote Procedure Call (RPC)
— Naming
» Cell Directory Service (CDS)
» Global Directory Services (GDS)

— Security Service
— Distributed Time Service (DTS)
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Additonal DCE Components

 Extended Services
— Global Directory Services (GDS)
— Distributed File Service (DFS)
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Overview of DCE Technology

Components
| Applications '
) . : : <
O Distributed File Service (DFS) 2
> o
&) (@)
N o)
> 3
£ <
3 Distributed Cell Directory | Other Basic 0
O . . . .
% Time Service Service Services S
(DTS) (CDS) (Future) o
/ Remote Procedure Call (RPC) \
Threads
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DCE Terminology

Cell = Collection of users computers, and
other resources managed as a group

Distributed Computing Environment

RPC = Remote Procedure Call

CDS = Cell Directory Service

DTS = Distributed Time Service

DFS = Distributed File Service
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Example of a DCE Cell

58

SECURITY
WS WS WS WS WS WS SERVER
CDS
SERVER router
DTS CDS DTS
SERVER SERVER SERVER
WS WS WS WS DTS WS WS WS
SERVER
DFS
SERVER
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GDS and DNS Connect
DCE Cell Namespaces

/

Only finds
CELLS Aand B

Only finds
/ CELLSBandC

\

\

\

Organization A Organization B Organization C
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Finds Cells A & B / Finds Cells B & C,

AND / AND AN
translates so DNS / translates so GDS N
can find them, too. / can find them, too. AN
N/ R
CELL A GDA CELL B GDA CELLC GDA
Organization A Organization B Organization C
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Global Namespace

GLOBAL ROOT (/..))

C=UK]|c=us com| [ORG

GOV

NASA

ECS

EDU

GSFC

NSIDC

/../C=US/O=0SF/OU=CAMBRIDGE ™. /../LARC.ECS.NASA.GOV

61
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Cell Namespace

Cell Root (/.3)

sec fs subsys hosts
Security . . DFS Namespace : :  Subsystems Hosts
Namespace : = ¥
L Files and D Binding .1 Entries for all of
Information : : directories : informationfor :: the machinesin
aboutcell’'s :  maintained in - DCE servers and :: this cell. :
: users- thIS Ce” by Other .................................. .
e . DFS appllcatlon_
e ai e iaaaeaaeaas . SpeCifiC servers.
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Distributed Time Service

Provides precise, fault-tolerant synchronization
of system clocks.

Closely matches synchronized time to
Coordinated Universal Time (UTC).

Well integrated with the rest of DCE

DTS can acquire high-quality time from the
Internet Network Time Protocol

63
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Distributed Time Service (cont.)

« A system is either a DTS SERVER or a
DTS CLERK (client), but not both.

 When clock inaccuracy on each

system exceeds a configured amount,
resynchronization occurs.

— DTS clerks resync with DTS servers. ,\
— DTS servers resync with other DTS servers.
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DCE Cell Security Components

Client

Security Server

Client

Application

Application Server

Security

RPC

Runtime Runtime

Authentication Service

Server Application

ACL Manager

RPC
Runtime

Authentication
Runtime

Registry Service
Key Distribution Service
Privilege Service

65
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DCE Security Principles

Every user and server is a PRINCIPAL.

Every principal has a PRIVATE KEY.

— Users = password provided at login.
— Servers = password contained in a file.

Every prinicpal has a UNIVERSAL UNIQUE
IDENTIFIER (UUID).

Each principal can belong to one or more
groups.

Each group is assigned a UUID.
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Privilege Attribute Certificates
(PACs)

e Every client principal has a vilege Attribute
PAC. Certificate
_ - cipal UUID
« Each PAC contains the Pé'rgﬂgi‘uum
PRINCIPAL’s UUID. Group 2 UUID

_ roup 3 UUID
e Each PAC contains the

UUIDs of all the groups the ‘
principal belongs to.

« PACs cannot be forged.
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creates User

Registry
Server

(rgy_edit)

m— | 0g Me in!

J& < Ticket issued

Authentication
Server

Got the ticket,
now authorize me!

o User e PAC issued

Privilege
Server

Got the PAC.
Now, | can
do some work!

Authenticated RPC
(with PAC)

Application
Client

Application
Server
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Distributed File Service

e Supports worldwide information sharing
« Similar to working with local file systems

— Location independence simplifies access to remote files

 High performance and data consistency
— Caching and file consistency control

« LFS: High availability, fast fault-recovery, and
ACLs

e Effective support for demanding DCE
environments
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File

Directory

File

File

Directory

File

Directory

625-CD-004-001



DFS Components

Cache Manager
File Exporter

« DCELFS

« Token Manager
» Fileset Server
 Basic OverSeer Server
 Replication Server
 Update Server
 Scout

 Backup Server

Fileset Location Server
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* Version 2 implementation



DCE Login Screen

DCE Login

Copyright {c) 1994 Hal Computer Systems, Inc. All rights reserved.

DCE Login for cell: |mssacell.hitc.com

Login Name: I

Login Password:

Log In, No

Security Lancel

Log In

Help ‘
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DCE Cell Manager Launcher

FHRHE L F AR R GET LRI Rer

NHamespace
Manager

Configuration
Manager

Security
Manager

Preferences

Help

Exit

Click to manage a DCE cell's directory namespace.
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OSF/DCE
for primary authentication

DCE Cell Manager

TCP Wrappers
for network access control

npassword, Crack, SATAN
for password protection,
local and network access

for groups and
system architecture

Kerberos & ACL Tripwire
for authenticating users for flagging unauthorized

file changes
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Conceptual DCE Cell-Based ECS ﬁ;
Security Architecture

CNE

SERVER

SERVER SERVER

GSFC ECS LAN

/
- AN

\RVR

GSFC Cell

GSFC EXC

Client/
Adv
GDS

any DAAC ECS LAN

— 1T T T

SERVER SERVER SERVER

any DAAC ECSisoLAN @ GSFC ECSisoLAN
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